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Tém tht

URL ddc hai 1a mét trong nhing hinh thirc tin cong mang phd bién nhat, gay ra nhiéu
hau qua nghiém trong vé tai chinh va an toan thong tin. Cac phwong phap truyén
thong nhu blacklist va heuristic gap nhiéu han ché vé kha niang mo rong va khong thé

phat hién cac mbi de doa méi. Nghién ctru nay dé xuét pipeline phat hién URL doc hai

dua trén hoc may, két hop tién xir ly dir li€u, trich xuét 9 dic trung bd sung tir chudi
URL va ky thuat SMOTE dé xir Iy mat cin bing 16p. Ba mé hinh Random Forest,

XGBoost va CatBoost dugc huin luyén va déanh gia trén tap dir liéu 181 916 mau. Két
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Tu khoa

qua cho thdy ca ba mo hinh déu dat Accuracy trén 98,6 % va AUC-ROC trén 99,1 %,

vugt trdi so véi cac phuong phap co s6. Random Forest dat do on dinh cao nhét,
XGBoost can bang tot giita hiéu suat va téc do huan luyén. SMOTE gitp duy tri
Recall cao ma khong lam suy giam dang ké cac chi s khac.
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1 Gidi thiéu

Uniform Resource Locator (URL) 1a chudi ky tu dung
dé dinh danh va dinh vj tai nguyén trén internet. Do
xudt hién trong hau hét cac hoat dong truc tuyén nhu
email, SMS va mang xa h¢i, URL tr¢ thanh muc tiéu
phd bién cta cic cude tin cong phishing nham danh
cip thong tin ca nhan hodc phat tin ma doc, gay thiét
hai vé tai chinh, dir liéu va uy tin t chic [1-3].

Céc hé théng phat hién truyén thong chu yéu dya trén
phuong phap Rule-based, tiéu biéu la blacklist, hoat
dong bang cach ddi chiéu URL voi danh sach cac dia
chi doc hai d3 biét. Tuy nhién, hiéu qua cua phuong
phap nay phu thudc vao tdc do cap nhat dir liéu va
khong thé phat hién cac URL phishing méi (zero-day
phishing) [4, 5]. Pé khic phuc han ché nay, cac
phuong phéap heuristic khai thac cac dic trung cla
URL nhu do dai, tén mién va ky ty dic biét nham mé
rong kha nang phat hién. Mac du vay, heuristic van
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dwa trén cic quy tic duoc xdy dung thu cong, kho
thich nghi trudc sy thay ddi lién tuc cua cac ky thuat
tan cong [6].

Su phat trién cta hoc may cho phép mé hinh tu dong
hoc quy luat tir dit li€u thay vi phu thudc vao cac quy
tic ¢d dinh. Cac nghién ctru di két hop dic trung
URL v6i1 ndi dung HTML [7], xay dung tap dir liéu
16n két hop hoc ting dan va chi s tuong dong [8],
dong thoi ap dung SMOTE dé xir Iy mat can bang dit
liéu va cai thién hiéu qua phan loai [9]. Song song do,
cic m6 hinh hoc sau nhu CNN, LSTM va
Transformer tiép tuc nang cao kha ning hoc biéu dién
truc tiép tir chudi URL, trong d6 TransURL va
urlBERT dat hi¢u sudt AUC trén 99 % trén nhiéu bd
dir liéu chuan [10-12]. Tuy nhién, cac nghién ctru tong
quan cho thiy nhitng mé hinh nay van gip thach thirc
vé chi phi huén luyén, diéu chinh tham sb va tinh 6n
dinh khi trién khai thuc té [13].
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Bén canh do, tinh trang mét can bang dit lidu van 1a
van d& pho bién trong bai toan phat hién phishing do
s6 lugng URL hop 1& thuong 16n hon dang ké so véi
URL doc hai. Ky thuat SMOTE dugc chiing minh c6
kha nang cai thién hiéu qua cua cac mo hinh hoc may
bang cach tao thém cac mau téng hop cho 16p thiéu sb
ma khong yéu cau gia dinh phic tap vé phan phdi dir
liéu [14]. Pong thoi, nhidu nghién ctru ciing chi ra
rang tién xir 1y va trich xuét ddc trung van chua duoc
khai thac ddy du, mic du day 1a nhitng yéu t6 anh
hudng truc tiép dén chat luong phén loai [15].

Xuit phat tir nhitng khoang tréng trén, nghién ctru nay
dé xuat quy trinh phat hién URL phishing gom lam
sach dir liéu, trich xuit chin dic trung URL, ma hoa
bién chudi va cén bang dir liéu bang SMOTE trudc
khi huan luyén cadc mo hinh Random Forest, XGBoost
va CatBoost. Hiéu qua cta tung mé hinh dugc danh
gia thong qua Accuracy, Precision, Recall, Fl-score
va AUC-ROC, dong thoi phan tich tic dong cua
SMOTE @d6i véi timg ho thuét toan nham xac dinh mé
hinh phu hgp cho bai toan phat hién URL phishing.

2 Phuong phap nghién ctru

2.1 Dtr ligu
2.1.1 Téng quan
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Hinh 1 Mot mu dir liéu bao gdm 7 dic trung va
nhan phan loai

Dir lieu duoc sir dung trong nghién ctu lay tir:
https://machinelearning.inginf.units.it/data-and-tools/

hidden-fraudulent-urls-dataset. Tap dir liéu bao gdm
185 180 URL véi 6 dic trung duogc trich xudt kém 1

URL va 1 nhan phan loai. Ty 1€ URL khong doc hai
chiém 95,3 %, gdy mat can bang nghiém trong. Hinh 1
mé ta mot vi du mau trong bo dit liéu dang xem xét.
Mic du pipeline dat hiéu suit cao trén tap dir liéu
Hidden Fraudulent URLs, mdt thach thic thuc té 1a
hién tugng tr6i dat dir li€u (Data Drift), khi cac k¥
thuat tan cong phishing lién tuc thay doi cau trac URL
theo thoi gian. Pé nang cao tinh thyc tién, nghién ctru
dé xuét co ché giam sat lién tuc: theo ddi su sut giam
dét ngoét cia d6 tin cdy du doan (prediction
confidence score) hodc sy troi dat dic trung (Feature
Drift Monitoring).

Co ché giam sat nay co thé trién khai dya trén hai 16p
kiém soat sau:

1. Giam sat troi dat dic trung (Feature Drift
Monitoring): hé théng s& theo ddi phan phdi thong ké
cua cac dic trung du vao theo cira sb thoi gian truot
(sliding window). Béng cach ap dung cac kiém dinh
thong ké nhu chi s6 6n dinh quan thé (Population
Stability Index — PSI) hodc kiém dinh Kolmogorov-
Smirnov, hé théng co thé phat hién sy thay ddi dot
ngot trong phan phéi dit liéu so véi ban dau duoc thiét
lap trong giai doan huan luyén.

2. Giam sat d6 tin cdy du doan (Prediction Confidence
Monitoring): bén canh viéc theo ddi dac trung, hé
thong s& giam sat diém tin cdy trung binh (average
confidence score) ctia cac du doan. Néu ty 1€ cac mau
URL dugc phan loai voi do tin cay thép (vi du:
probability score < 0,70) vuot qua mdt ngudng canh
bao 6 dinh trudc, cho thiy mo hinh dang gip kho
khin trong viéc phan loai cic mau méi.

Khi ndy dé dam bao hé thong hoat dong tét tro lai,
khuyén cdo dwa ra s& gdm hai budc: (i) chuyén cac
mau URL c6 d6 tin cdy thap sang hang doi wu tién dé
chuyén gia bao mat (SOC Analyst) xem xét va gan
nhin thii cong; (i) kich hoat quy trinh huan luyén lai
(Retraining Pipeline) dinh ky, bd sung cic mau méi
da dugc gan nhan vao tap dir liu dé cap nhét trong )
moé hinh, dam bao hé théng ludn thich nghi véi cac
méi de doa mdi.

2.1.2 Tién xr Iy

Trong giai doan tién xtr 1y dir liéu, nghién ctru tién
hanh loai bo cac thudc tinh khong can thiét nhiam t6i
uu chét Iwong dir lidu dau vao. Cu thé, cot lastModified
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dugc loai bo do khong dong gop ¥ nghia dang ké cho

muc tiéu phan loai URL ddc hai. P6i voi dit liu thiéu,

cac gia tri NaN trong cot poweredBy duoc thay thé
bang gié tri 0, trong khi cac dong chua dit lidu thiéu &
hai ¢t serverType va contentType bi loai bo khoi tap
dit liéu. Sau qua trinh x@ 1y, tdp dir liéu con lai 181
916 mau. Ngoai ra, nghién ctru ciing thuc hién trich
xuit bd sung 9 dic trung méi tir chudi URL nham
tang kha ning biéu dién thong tin va hd trg ning cao
hi€u qua phan loai cia m6 hinh hoc may, dugc truc
quan trong Hinh 2.

Bang 1 Tong hop cac dic trung

...........................

oot € YooY oot
0 .  domain_ extensmn ' © count_slash |
br 4

Hinh 2 Céc dic trung bd sung trich xuat tir URL

Tén dic trung Mo ta Y nghia bao mat Loai dac trung
url URL gbc Thong tin dau vao ban dau Goc
compromissionType Loai tan cong Phan loai kiéu xam nhap Goc
1sHiddenFraudulent Nhan muc ti€éu Xac dinh URL d6c hai Gde
contentLength Do dai ndi dung HTTP Phat hién bat thudng kich thudc Goc
serverType Loai may chu Nhan dién moi truong hosting Goc
poweredBy Cong nghé server Xac dinh nén tang backend Goc
contentType Kiéu noi dung Phan biét loai tai nguyén Goc
url_length Do dai URL URL gia mao thuong dai B6 sung
num_dots S6 dau «.” Nhiéu subdomain gy nham lan B6 sung
count_http S lan “http/https” Tao cam giac hop phap B6 sung
count www S6 lan “www” Danh Ivra nguoi dung Bo sung
count_slash S6 dau “/” Céu trac URL bat thuong B6 sung
count_hyphen S6 dau “-” Gia mao tén mién B6 sung
count_at Sb ky tu “@” Pénh lac hudng trinh duyét B6 sung
count_question S6 ky tu <o Lam dung tham s6 URL B6 sung
domain_extension | Phan m& rong tén mién | Mot s6 TLD thudng ding cho URL ddc hai B6 sung

béi tinh
domain_extension duoc ma hoa bang phuong phap

voi budéc mad hoéa di liéu, thudc

frequency encoding. Cac bién phan loai gom
compromissionType, serverType, poweredBy va
contentType dugc mad hoa bang k§y thuit one-hot
encoding nham chuyén d6i dit liéu vé dang sé dé phu
hop v&i md hinh hoc may. Sau qué trinh mé hoa, tong
sd dac trung cua tap dir liéu ting 1én 231 cot. Cudi
cung, tap dir liéu dugc chia thanh tap huén luyén va
tap kiém tra véi ty 1¢ 1an luot 1a 80 % va 20 %.

Bang 1 thu dugc nhu sau: quy trinh tién xir 1y va trich
xuét dic trung, tap dir li€u da dugc lam sach, chuén
hoa va mé rong véi cac dic trung cd ¥ nghia vé mit
bao mat,

giup tang kha nang phan biét gitta URL hop 1€ va
URL doc hai. Tuy nhién, van dé mét can bﬁng dir liéu
van 1a mot thach thirc 16n can dwoc xir Iy nham dam
bao hi€u qua hoc ciia md hinh.

2.2 Phuong phap dé xuit

Nghién ctru dé xuat mot quy trinh phan loai URL doc
hai gdom hai giai doan chinh: xir 1y dir liéu va huén
luyén mo hinh, dugc minh hoa trong Hinh 3.

Giai doan 1 — Nghién ctru tap trung lam sach, loai bo
cac cOt khong can thiét va xur 1y gia tri thiéu. Tiép
theo, 9 dac trung mdi dugce trich Xuét truc tiép tur
chudi URL nham ting kha ning biéu dién thong tin
bao mat.
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Hinh 3 Tdéng quan phuong phap nghién ctru

Céc bién phan loai dugc md hoa bang one-hot
encoding va frequency encoding. Tép dir liéu sau do
duoc chia theo ty 1¢ 80/20 cho huin luyén va kiém tra.
Giai doan 2 — Nghién ctru tién hanh xtr 1y mat can
bang va hudn luyén mé hinh. Do ty 18 URL khéng doc
hai chiém t6i 95,3 %, ky thuat SMOTE duoc ap dung
trén tap huan luyén dé tao cac miu tong hop cho 16p
thiéu s, tranh hién twong mo hinh thién léch.

Ba m6 hinh hoc may gdm Random Forest, XGBoost
va CatBoost duge lya chon dé thuc nghiém so sanh.
Random Forest hoat dong dua trén co ché xay dung
nhiéu cdy quyét dinh doc 1ap va tong hop két qua
bing phuong phap bé phiéu nhim ting tinh 6n dinh
cia mo hinh. Trong khi d6, XGBoost st dung k¥
thut gradient boosting két hop regularization L1/L2
dé giam overfitting va ting toc do huin luyén. Dbi véi
CatBoost, md hinh duoc t6i wu hoa cho dit liéu phan
loai va c6 kha nang xtr Iy hi€u qua cac dac trung dang
chudi ma khong cin ma hoa thii cong phtrc tap.

Thuc nghiém duoc tién hanh theo hai kich ban: khong
sir dung SMOTE va ¢6 sir dung SMOTE, nham danh
gia tic dong cua ky thuat can bang dir liéu dén timg
mo hinh.

2.3 Céc chi s6 danh gia

Bai toan phén loai nhi phan trong nghién cuu dugc
danh gia xoay quanh céc chi sé mé ta trong Bang 2.

Bang 2 Céc thanh phan ciia ma tran nham 1an (Confusion Matrix)

Ky hiéu Tén goi

Mb ta

TP True Positive

S6 mau duong tinh duoc dy doan dung

TN True Negative

S6 mau am tinh dugc dy doan dling

FP False Positive

S6 mau am tinh bi du doan nham thanh duong tinh

FN False Negative

S6 mau duong tinh bi du doan nham thanh am tinh

Accuracy do luong ty 1€ du doan dung trén toan bo
tap dir liéu. Tuy nhién, trong truong hop dit liéu mat
can bang (vi du sb lwong URL an toan qué nhiéu so
véi URL d6c hai), Accuracy cao chua chic mé hinh

thuc su tot.
TP+ IN 1
TP+ TN+ FP+FN ( )
Precision cho biét c¢6 bao nhiéu phﬁn tram thuc su

Accuracy =

ding.
.. TP
Precision = P 2)
Recall cho biét md hinh phat hién dugc bao nhiéu
phan tram.
7P
Recall = P 3)

F1-Score 14 trung binh diéu hoa giita Precision va Recall,
cho phép danh gi4 can bang khi can tdi vu ca hai.
Precision % Recall

Fl =0 x crecsion” Reed

Precision + Recall

ROC Curve (Receiver Operating Characteristic Curve)
1a do thi biéu dién mbi quan hé giira ty 18 duong tinh
dang (True Positive Rate — TPR) va ty 1€ duong tinh
gia (False Positive Rate — FPR) tai cac ngudng phan
loai khac nhau.

1P

TPR= 777 ©)
_FP

FPR= o7y (©

AUC (Area Under Curve) la dién tich dudi duong
cong ROC, dung dé do ludng kha ning phén biét giita
hai 16p ctia mé hinh. Gia tri AUC nam trong khoang
tir 0 dén 1. Chi s nay cang gan 1 thé hién mo hinh
phan loai tdt.

3 Két qua nghién ctru va thao luan

3.1 Két qua nghién ctru
3.1.1 Kich ban 1 — Khong stt dung SMOTE
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Bang 3 Phan tich két qua cta cac mé hinh véi dit liéu chua sir dung SMOTE

Model | Accuracy | Precision | Recall | F1 | AUC-ROC | Time(s)
RF 0,992 0,993 0,998 | 0,995 0,992 34,250
XGB 0,990 0,991 0,998 | 0,995 0,994 9,030
CatBoost 0,989 0,991 0,998 | 0,994 0,992 22,990

Trong Bang 3, két qua cho thay ca ba mo hinh déu dat
hiéu suét rat cao trén tap kiém tra. Random Forest dat
d6 chinh x4c cao nhit véi Accuracy = 99,2 %, trong
khi XGBoost ndi bt véi AUC-ROC cao nhat (99,4 %)
va thoi gian huin luyén ngin nhét chi 9,03 gidy,
nhanh hon gin 4 lan so v6i Random Forest (34,25

gidy) va gan 2,5 lan so véi CatBoost (22,99 gidy).
Pang chu ¥, ca ba mo hinh déu dat Recall = 99,8 %,
phan anh kha niang phat hién URL doc hai rat tot ngay
ca khi dit liéu chua duoc can bﬁng.

3.1.2 Kich ban 2 — Sir dung SMOTE

Bang 4 Phan tich két qua ciia cac mé hinh véi dir lidu str dung SMOTE

Model Accuracy | Precision | Recall | F1 AUC-ROC | Time(s)
RF 0,992 0,994 0,996 | 0,995 0,994 64,780
XGB 0,986 0,994 0,990 | 0,992 0,991 13,240
CatBoost 0,989 0,994 0,993 | 0,994 0,993 38,600

Trong Bang 4, sau khi ap dung SMOTE, Random
Forest tiép tuc duy tri vi tri dan dau véi Accuracy =
99,2 %, dong thoi cai thién AUC-ROC tir 99,2 % lén
99,4 %. CatBoost cling cho théiy su 6n dinh véi cac
chi s6 duge gilt viing. Tuy nhién, XGBoost c6 su sut
giam nhe & Accuracy (tir 99,0 % xudng 98,6 %) va
AUC-ROC (tir 99,4 % xudng 99,1 %), cho thiy mo
hinh nay nhay cam hon véi cic mau tong hop do

SMOTE sinh ra. Bén canh d6, thoi gian huin luyén
clia tat ca cic mo hinh déu ting 1én déng ké do tap dir
liéu dwoc mo rong, trong d6 Random Forest ting gan
gap d6i (tir 34,25 gidy 1én 64,78 gidy).

3.2 Thao luan

Khi so sanh két qua cta nghién ciu ndy véi cac
nghién ciru khac, ta co bang so sanh hiéu suét theo
Bang 5 nhu sau:

Bang 5 So sanh cac nghién ctru phat hién website lira dao va nghién ctru dé xuét

Nghién ciru Phuwong phap/Dic trung Xir Iy mat can bang ( AI;Icli:[s;gt%

[7] Aljofey et al. (2022) zf:lgh‘l’{pTiichmg URLVADOL |y} 6ng d& cap Acc ~98
Chi s6 tuong dong (Similarity

[8] Prasad & Chandra (2024) | index) & Hoc ting dan Hoc tang dan Acc ~97,5
(Incremental learning)

[11] Liu et al. (2024) TransURL (Kién tric Xir Iy mAt can biing AUC 0,99+
Transformer da tang)
9 dic trung thi cong tdi wu + | SMOTE (c6 phan tich Acc > 98.6

Nghién ciru nay SMOTE + So sanh 3 m6 hinh | tic dong riéng biét I1én AUC > 9’9 1
Ensemble tirng ho thuit to4n) ’

Duya trén bang so sanh trén, nghién ctru nay khing
dinh tinh méi théng qua hai diém sau:

1. Tinh robust (bén viing) trudc cac mdi de doa Zero-
day: trong khi cac phwong phap dua trén “chi sb

twrong ddng” [8] c6 thé thét bai trude cac URL lira dao
hoan toan mdi, cac dic trung do ching t6i thiét ké
(nhu count_slash, url length, domain_extension) khai
thic cac quy ludt cdu trac bat bién cia ky thuat
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obfuscation (1am rdi) URL. Do d6, mé hinh c6 kha
ning téng quat hoa tt hon ngay ca khi chwa timg gap
méu tin cong do trude day.

2. Phan tich thyc nghiém sau vé tac dong cia SMOTE
1én cac ho thuét toan khac nhau: day la diém déng gop
khoa hoc dédc thu cua nghién ctru. Thay vi ap dung
SMOTE mét cach may moc nhu mot “hop den”,
nghién ctru da ching minh thyc nghiém ring SMOTE
c6 tac dong phan hoda 1o rét: nd cai thién dang ké hiéu
sut ctia mo hinh dya trén co ché bo phiéu (Bagging —
Random Forest) nhd kha ning khang nhiéu, nhung lai

url_length

count_slash

contentType_text/html; charset=utf-8
contentLength
compromissionType_phishing
domain_extension

num_dots

count_question
contentType_image/jpeg

contentType_text/html

0,0371

0,0362

gdy suy giam nhe¢ & mod hinh Gradient Boosting
(XGBoost). Nguyén nhan 1a do cic miu téng hop
duoc ndi suy tuyén tinh co thé tao ra nhidu tai ving
bién quyét dinh (decision boundary), anh huéng dén
qué trinh t6i uvu hoa gradient. Phat hién nay cung cap
mot huéng dan thyc tién quy gia cho cac nha nghién
ciru: viéc lga chon k¥ thuat can b::ing dir li€u phai
dugc diéu chinh twong thich v&i ban chét toan hoc cua
thuat toan phan loai.

3.2.1 V& hiéu qua cta quy trinh trich xuit dic trung

0,1282

T T T
0,000 0,020 0,040

T T T T T
0,060 0,080 0,100 0,120 0,140
Impaortance Score

Hinh 4 Xép hang 10 dic trung quan trong ctia Random Forest (SMOTE)

Mot diém dang cht y 13 ca ba md hinh déu dat Recall
rat cao (99,8 %) ngay ca & kich ban khong sir dung
SMOTE, du tap dir liéu gbc mit can bang nghiém
trong véi ty 1& 95,3 % URL an toan. Qua d6 thay ring
cac dic trung duoc thiét ké trong nghién ctru mang lai
tin hi€u phan biét di manh dé cac mo hinh nhéan dién

URL ddc hai ma khong can phai dwa hoan toan vao

viéc cin bang di liéu.

Nhu md ta trong Hinh 4, dac trung url length (0,1282)
gitlr vi tri then chét boi cac URL doc hai thuong duogc

kéo dai nhim che gidu tén mién thuc hoic nhung

thém cac tham s6 lira ddo.
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Trudc SMOTE (Tép huan luyén)
160,000 1

138.638
(95,3 %)

140.000 +
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w5 100.000 -
£

{=.]
5

Q
Y 60.000

80.000

40.000

20.000 6.894

(4,7 %)

0

Khong doc hai (0) Doc hai (1)

Sau SMOTE (Tap huan luyén)
160.000 1

138.638
(50,0 %)

138.638

140.000 4 (50,0 %)

120.000 |
5 100.000 4
E.

o
é 80.000 4
©

v 60.000

40.000

20.000 -

04
Khéng doc hai (0)

Boc hai (1)

Hinh 5 Cai thién phan phdi nhan khi ding SMOTE

Tiép dén 1a count slash (0,0974), noi mat do déu gach
chéo cao phan anh mot cau triic duong dan bét thuong,
dAu hiéu dién hinh cta cac trang web gia mao. Bén canh
do, cac yéu t6 ky thuat nhu
contentType_text/html;charset=utf-§ (0,0928) giap mod
hinh thiét 1ap co so dit liu vé tai nguyén chuan, trong khi
contentLength (0,0924) hd tro phat hién cac thay ddi noi
dung d6t ngdt do bi tin cong thay ddi giao dién hodc lira
dao. Nhimg két qua nidy mot lan nita khing dinh ring
trong xdy dung mo hinh hoc may, chit luong ciia viée
trich xudt dic trung déng vai trd quyét dinh, quan trong
tuong duong véi viée lya chon va t6i uu hoa thuat toan.
Khéng s dung SMOTE
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Nhan du doan

Sir dung SMOTE gitip c4n bang nhan tir d6 cai thién
hiéu suét mé hinh, mé ta trong Hinh 5 cho thdy SMOTE
can thiép vao phéan phdi nhan. Két qua thuc nghiém cho
thidy, SMOTE mang lai loi ich rd rét nhat d&i véi
Random Forest va CatBoost, trong khi XGBoost lai c6
su sut giam nhe sau khi &4p dung. Piéu nay co thé dugc
Iy giai boi ban chit cia gradient boosting trong
XGBoost: thuit toan von nhay cam vé6i phan phdi dir
liéu huén luyén, do d6 cac mau téng hop do SMOTE
sinh ra bang phép ndi suy tuyén tinh c6 thé tao ra nhiéu
cuc bg, anh hudng dén qué trinh t6i wu hoa gradient.

Co sir dung SMOTE

30000

Khéng ddc hai 25000

20000

15000

Nhan thuc té

10000
Doc hai 142 1.582

Khéng doc hai Boc hai

Nhan du doan

Hinh 6 So sanh ma trdn nhim 14n ctia m6 hinh Random Forest dudi su tac dong cia SMOTE

Nguoc lai, Random Forest voi co ché bo phiéu da sb
¢6 kha niang hép thu nhidu tét hon, nén hudng loi
nhiéu hon tir viéc can bang dir liéu. Trong bdi canh
bdo mat mang, noi bo s6t mot URL doc hai thuong
gdy hau qua nghiém trong hon nhiéu so véi canh bao

nham, viéc vu tién Recall cao 1a hoan toan hop 1y. Do
do, kich ban str dung SMOTE van dugc khuyén nghi,
du danh d6i bang thoi gian huan luyén dai hon, két
qua duogc chi ra trong Hinh 6.
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3.2.2 Vé sy lya chon mo hinh phu hop theo ngit canh
trién khai

Ba m6 hinh thé hién nhirng wu thé khac nhau phu
hop véi timg kich ban trién khai thyc té. Random
Forest phii hop nhat khi yéu cau do on dinh va do
tin cdy cao, chép nhan thoi gian huin luyén dai
hon. XGBoost 1a lya chon 1y tuong khi cin can
bing gitra hiéu suit va tdc do, dic biét phu hop véi
cac hé théng phat hién thoi gian thyc do thoi gian
huan luyén ngan nhat (9,03 gidy). CatBoost thé
hién lgi thé khi tap dir liéu c6 nhiéu bién phan loai,
pht hop véi cac hé théng ma dir liéu dau vao
thuong xuyén thay d6i cdu trac ma khong can tai
ma hoa thu cong.

4 Két luan va dé xuat

4.1 Két luan

Nghién ciru nay dé xuat va danh gia mot pipeline phat
hién URL doc hai dua trén hoc méy, bao gom céc giai
doan tién xur ly, trich xuét dic trung, can béng dir liéu
bang SMOTE va huan luyén ba mé hinh ensemble 1a
Random Forest, XGBoost va CatBoost. Két qua thyc
nghiém trén tap dit liéu 181 916 miu cho thiy ca ba
md hinh déu dat hiéu sudt vuot trdi so voi cac phuong
phép truyén théng, véi Accuracy trén 98,6 % va
AUC-ROC trén 99,1 %. Trong d6, Random Forest thé
hién d6 6n dinh cao nhit v6i Accuracy = 99,21 % va
AUC-ROC = 99,4 %, XGBoost cin bang tot giita hiéu
suét va tdc do huin luyén chi 9,03 giay, con CatBoost
phu hop v6i dit liéu c6 nhiu bién phan loai véi
Accuracy = 98,9 %.

Viéc ap dung SMOTE giup duy tri Recall & mirc cao
ma khong 1am suy giam dang ké cac chi s6 khac, phu
hop véi yéu cau cua bai todn biao mat noi viéc bo sot
URL dgc hai gay hau qua nghi€m trong hon canh bao
nham. Bén canh d6, quy trinh trich xudt 9 dic trung
b6 sung tir chudi URL duoc chimg minh 13 yéu t6
then chdt gitip nang cao kha nang phan biét giita URL
an toan va URL ddc hai.

4.2 Dé xuit

Thir nhét, viéc cai tién k¥ thudt can bang dir lidu 1a
can thiét, trong d6 cac phwong phap nhu ADASYN

hoic su két hop giira oversampling va undersampling
c6 thé thay thé SMOTE dé xur 1y tot hon cac mau phi
tuyén phirc tap va giam thiéu nhidu.

Thir hai, tinh minh bach cta hé théng can dugc chu
trong thong qua cac k¥ thuat giai thich moé hinh nhu
SHAP hoic LIME, gitip chuyén gia bao mat hiéu 5
cac dic trung quyét dinh trong timg phan loai. Tich
hop ¢6 chon loc cac md hinh hoc sau va hé théng giai
thich (XAI): thay vi thay thé hoan toan, nghién ciru dé
xuat kién trac lai (Hybrid Architecture). Cu thé, sir
dung cac mo hinh ngdn ngit tién huin luyén chuyén
biét cho URL nhu cac md hinh Bert dé trich xuit
vector embedding ngit canh, sau d6 ndi (concatenate)
vector nay voi 9 déac trung thu cong da dugc ching
minh hiéu qua trong nghién ciru nay. Pau ra s& dugc
dua vao XGBoost dé phan loai, gitp tdn dung ca sirc
manh biéu dién sau va téc do suy ludn cia ciy quyét
dinh. Pdng thoi, tich hop thu vién SHAP (Shapley
Additive exPlanations) vao pipeline. Thay vi chi dua
ra nhan “doc hai”, hé théng s& xuét ra biéu dd SHAP
waterfall cho trng URL, vi du: chi ra chinh xac viéc
count_slash > 5 va domain_extension la dong gép +
0,45 vao diém sb doc hai, gitp chuyén gia bao mat ra
quyét dinh nhanh chéng va minh bach.

Thir ba, trién khai thuc t& nghién ctru nay, pipeline
nay duoc thiét ké dé d& dang dong gbi dudi dang dich
vu API RESTful hodc module plugin, tich hgp truc
tiép vao hé thong proxy, firewall hodc trung tim diéu
hanh an ninh mang (SOC) cua doanh nghiép. Véi uu
thé vé tbc d6 huidn luyén va suy luan, mé hinh
XGBoost dic biét phit hop cho cac hé thong yéu cau
phat hién va chdn URL ddc hai theo thoi gian thuc
(real-time), trong khi Random Forest ¢6 thé duoc st
dung & ché do phan tich sau (deep analysis) cho céac
ludng traffic dang ngd.

Cubi cung, hudng t6i viéc trién khai hé thong trong
thoi gian thyc véi co ché cap nhat lién tuc sé 1a chia
khéa dé thich nghi v6i cac chién thuét tan cong mang
ngdy cang tinh vi va ludn thay doi.
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A Machine Learning Pipeline for Malicious URL Detection with Feature Engineering
and Class Imbalance Handling

Duong Hon Minh
Pharmacy Department, Nguyen Tat Thanh University, Ho Chi Minh City, Viet Nam
dhminh@ntt.edu.vn

Abstract Malicious URLs are one of the most common forms of cyber attacks, causing serious financial losses
and security risks. Traditional approaches such as blacklist and heuristic methods have limitations in scalability
and are not effective in detecting new threats. This study proposes a machine learning pipeline for malicious URL
detection, including data preprocessing, extraction of nine additional features from URL strings, and the use of
SMOTE to address class imbalance. Three models, namely Random Forest, XGBoost, and CatBoost, are trained
and evaluated on a dataset of 181,916 samples. The results show that all three models achieve an accuracy above
98.6% and an AUC-ROC above 0.991, outperforming baseline methods. Random Forest provides the most stable
performance, while XGBoost offers a good balance between performance and training speed. In addition,
SMOTE helps maintain high recall without significantly reducing other evaluation metrics.

Keywords Malicious URL; Random Forest; XGBoost; CatBoost; SMOTE.
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