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Tom tat

Hé thng phét hién tin cong mang (Intrusion Detection System - IDS) la mot phan mém bao mat
dugc thiét ké dé canh bao mot cach tu dong cho cac quan tri vién khi c6 ai d6 hodc cai gi d6 dang
¢6 gang xam nhap hé thdng thdng qua cac hoat dong nguy hiém hozc vi pham chinh sach bao
mat. Nhiéu nghién ctru da ap dung thanh cong céc thuat todn méy hoc dé hé théng IDS c6 kha
nang tu hoc va cap nhat cac cugc tan cong méi. Nhung dé han ché bao dong nham va ting kha
nang du doan cic cudc tan cong, thi ngoai kha ning tu quyét dinh, IDS can phai ¢6 tu duy phan
tich. Mot kha ning ma cac nha nghién ctru goi la hoc sau. Bai viét nay dé cap dén hoc sau nhu
mot hudng tiép can mai cé thé gidp hé thdng IDS cai thién do chinh xac va tang téc d6 phan tich
khi dau vao qua l6n. Véi viéc ap dung mang than kinh sau nhu mang da 16p an (Multilayer
Perceptron - MLP) va mang neural hoi quy (Recurrent Neural Network — RNN) trén tap dit liéu
KDD99 dugc sir dung dé danh gia do chinh xac (Accuracy), do 13i phan 16p (MSE — Mean
Squared Error) va ma tran hon loan (Confusion Matrix). Hiéu qua dat duoc 12 98,2% véi MLP va
99,04% vd&i RNNs, so vai 92,6% cua SVM va 88.46% cua Naive Bayes..
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Truéc su tién bo cua thong tin va truyén thdng, nhitng mi bao mat, tinh toan ven cua céc tép tin va tién hanh phan tich
de doa an ninh mang ciing ting 1én rat nhiéu, hé théng phat c4c mAu dya trén cac cudc tin cong da biét, no ciing tu
hién tin cong mang (IDS) la mot trong nhitng van d& bao  dong theo ddi luu lwgng mang dé tim kiém cac méi de doa
mat rat dang quan tdm, IDS hoat dong bang céch theo doi méi nhét c6 thé dan dén mot cudc tin cong trong trong lai.

hoat dong cua hé thdng théng qua viéc kiém tra cac 16 hong
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Hinh 1. Phén loai hé théng IDS
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Hinh 1 1a cac loai hé thong IDS dugc Pathan (2014) [1]
phan theo ba tiéu chi lan luot 1a kién trdc hé thong, phuong
thire phat hién xam nhap va cac loai hinh tan cong.

Hau hét cac nha nghién ciru déu tap trung vao nghién ctu
k¥ thuat phat hién cua IDS. Ho da cb géng ap dung cac ky
thuat may hoc véi hé thong nay va dat duoc nhitng thanh
cdng nhét dinh. Peter Scherer et al. (2011) [2] da ung dung
ky thuat SVMs va cac thuat toan clustering vao viéc cai
thién cac thong s6 du doan; thi nghiém da dat nhiing két
qua kha quan, nhung van dé khi sir dung don 16p SVM thi
rat kho phan anh duoc do twong quan giita cac 16p tan cong.
Céc tac gia Hoang Ngoc Thanh, Tran Vin Ling, Hoang
Tung (2016) [3] da d& xuat mot cach xay dung bo phan 1op
lai da tang trén co s& Kién trdc ciia mo hinh phan da 16p
truyén thdng One-vs-Rest trong d6 ludng dir liéu di qua s&
duoc san loc qua cac tang thuét toan nhu SVM, ANN..MGi
tang cua thuat toan chuyén dung dwoc dung dé phan tich
mot loai tin cong tuong wng. Ho da x4c nhan ring sir dung
mo hinh da 16p s& cho ra két qua t6t hon mé hinh don 16p.
Qua cac thi nghiém va nghién ctru trén ching ta c6 thé hinh
dung mot md hinh c6 thé 1a téi wu dé cai thién kha niang
phét hién xam nhap bao gom nhiéu 16p xir 1y va trong mdi
I6p chira mot cong cu dé quyét dinh tung du hiéu cua dir
liu dau vao.

Bai bdo nay ma rong nghién cau sang cac k¥ thuat hoc tap
sau (Deep learning); day 1a mot ky thuat moi dang c6 rat
nhiéu wu diém va tinh ning can nghién ctu khai thac véi 2
diém chinh: Thtr nhat, két qua tir cac thuat todn hoc sau
khong chiu su chi phéi cua viéc dinh nghia cac dic trung;
diéu d6 c6 nghia 1a cac dir liéu dau vao khdng can phai qua
cong doan tién xir Iy va trich chon dic trung, ching ta co
thé dua vao gan nhu 1a dir liéu thd. Thi hai, ban than cua
cac mang hoc tap sau van st dung cac thuat toan thong ké
VGi qui mo siéu Ién, khi dua vao cang nhiéu dit liéu thi do
chinh xac cang cao. Xuejun Gu et al. [4] da chi ra hiéu qua
cua mang neural (than kinh) sau trong xu ly di liéu phi
tuyén thoi gian thuc; theo d6 mang dwoc cha ¥ dén gom ba
mé hinh: 1) Multilayer-Perceptrons (MLP), 2) Mang neural
tai phat (RNN), 3) Mang neural tich chap (CNN); trong do
md hinh MLP va RNN Ia rat hiéu qua trong viéc phan tich
chudi dir liéu tuan ty, lién tyc va mang nhiéu dic trung dir
liéu [5]. Vi vay trong bai viét nay 4p dung mot md hinh lai
cua hai mang trén va huan luyén véi bo dir lieu KDD99 dé
kiém tra hiéu suat. Théng qua viéc huan luyén tim ra mot
bo tham sé dat hiéu qua cao nhat va xac nhan duoc ti 1é
phét hién chinh xéc ciing nhu ti I¢ phan Iép 15i.

Bai viét nay gom c6 4 phan, cac phan con lai cia bai béo
nhu sau: trong phan 11 trinh bay mé hinh mang MLP, mang
RNNSs, thuat toan hoc lan truyén nguoc, cach bd tri thi
nghiém, cic phuong phip danh gia va két qua trinh bay
trong phan I1I; danh gia va két luan néu trong phan IV
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2. Mb hinh hoc sau

Néu n6i hoc may 1a mot pham tri cua tri tué nhan tao (Al),
ching lay mét s6 y tuong cbt 16i ciia Al va tap trung vao
giai quyét cac van dé thuc té véi cac mo hinh dugce thiét ké
dé bat chudc viéc ra quyét dinh ciia con nguoi thi hoc sau
tap trung vao cac van dé trong tim hon vé mét tap hop céc
cong cu va ky thuat may hoc, cling nhu viéc ap dung ching
dé giai quyét cac van dé doi hoi tu duy. Vé co ban, hoc tap
sau lién quan dén viéc nhap vao mot hé thdng may tinh rat
nhiéu dir liéu, ching c6 thé sir dung dé dua ra cac quyét
dinh vé cac dir liéu khac thong qua viéc hoc ¢ nhiéu cap do
tuwong tng vGi cdc mac do triru tugng khac nhau voi cac
I6p, qua d6 hinh thanh mot hé théng cac tinh ning phan cap
tir thap dén cao.

2.1 Mang Multilayer-Perceptron (MLP)

Mang neural sdu (DNN) Ia mot mang neural nhén tao véi
nhiéu I6p an giita I6p dau vao va dau ra. Khac véi cc mang
neural thuong; cdc mang neural sau c6 thé md hinh méi
quan hé phi tuyén mét cach phic tap, chang han nhu phat
hién va phan tich d6i tugng dé tao ra cac md hinh han hop;
ma cac d6i twong ndy xem nhu thanh phan dwoc xép 16p
cuia cac dir liéu ban dau. Céc 16p 4n cho phép liy cac thanh
phan cua cac dic diém tir cac 16p thap hon, md hinh hoa dir
liéu phirc tap hon so véi mang ludi ndng khi thuc hién viéc
twong tu. Mot mang Multilayer-Perceptron (MLP) chinh Ia
mang neural sau.

W(lx Wn}‘..’l Wr:il

O

Hinh 2. Kién tric mang MLP véi 2 16p 4n
Hinh 2 vi du mang neural gém ba Iép trong d6 hai 16p 4n va
mot 16p dau ra (khi tinh s6 16p trong mang neural ta lay sb
I6p 4n cong cho 1), cac ma tran W® dai dién cho cac trong
s6 (weight) trong tirng 16p, mai 16p c6 mot hé sé tu do goi
la bias - ky hiéu 1a b®; bias va weight 1a hai dai luong quan
trong can tim khi can téi wu mang MLP cho mét cong viéc
nao d6. Output ctia cac input dugc tinh theo cdng thirc:
20 = (wbTZ(=1 4 p1)

al) = f(Z(L)) 1)
y = a®)
Trong d6 a ki hiéu cho output va f 1a ham kich hoat; ham s
dugc sir dung nhidu nhat 1a ham sigmoid va ham tanh vi
dao ham cua chung rit dep; nhung nhing nim gan day
nguoi ta phat hién ra cic ham s nay bi han ché vi chiing
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khong thé hién hét dwgc mién gia tri cua cac unit. Néu input
la mot tri tuyét dbi cua mot sb rat 1on thi gradient ciia n6 rat
gan v6i 0 hodc -1; vi vAy cac hé s6 ciia unit s& khong dugc
cép nhat. Theo Krizhevsky et al. [6] ham Rectified Linear
Unit (ReLU) dang 1a mot ham sé don gian va giup ting tbc
d6 huan luyén cua cac thuat toan hoc tap sau Ién rat nhiéu,
cbng thuac cua nd 1a f(s) = Max(0,s) nén gradient dugc
tinh toan rat nhanh voi giatrilal, néu dau vao 16n hon 0 va
bang 0 néu s = 0.

Gia st tinh dwgc mot diém dir liéu yysau vong lap thir t, can
tinh d6 mat mat J(W, b, X, Y) cua y:va ding mot thuat toan
huan luyén dé dua y; vé cang gan gia tri y thyc té. Phuong
phap phd bién nhat dé téi wu MLP van la Gradient Descent
(GD) nhung trong diéu kién tap dir liéu lon, lién tuc voi
diém dir lidu nhiéu chiéu thi GD kém hiéu qua va qué cong
kénh khi phai lién tuc tinh toan lai dao ham cua ham mét
mat tai tat ca cac diém dir liéu. Vi vay can dung Root Mean
Square Error (RMSE) dé tinh d6 mat mat J trén ting diém
dir liéu sau d6 dung phuong phap hoc Backpropagation cho
ham sb Stochastic Gradient Descent (SGD) dé tinh dao ham
theo ma tran W), b®),

Céc budc thuc hién nhu sau:

1. Vi gia tri dau vao X, tinh gia tri dau ra Y, véi mdi layer
phai Ivu lai mot gia tri output 1a a®-

2. Véi ouput layer ta c
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4. Lan truyén nguoc véi L 1a L-1, L-2...1 ta co:
e® = (WA eA) g f1(z 1))

Trong d6 O la ham hadamard product 1a ham l4y tirng thanh
phan cua hai vector nhan véi nhau dé duoc vector két qua.
5. Cap nhat dao ham cho ma tran trong sb va bias.

2.2 Recurrent neural network (RNN)

Mang neural tai phéat, mang neural hdi quy hay recurrent
neural network (RNN) la mot loai mang neural nhan tao
duogc bd sung mot sb trong s6 dé tao ra cac chu trinh trén d6
thi mang, qua d6 c¢b gang duy tri trang thai cuc bo. Hinh
thirc don gian nhat caa mang RNN chinh 1a mang MLP véi
cac don vi kich hoat trong cac 16p 4n duoc dua tro lai
mang cling Vi dau vao.
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Hinh 3. Mé hinh fully recurrent neural network

Gia dinh ring dau vao va dau ra caa mang RNN lan luot 12
vectors x(t) va y(t), ba ma tran trong s6 12 Wy, Whn Va Wy
nhu Hinh 3. Ham kich hoat unit ¢ 16p an va lop dau ra la fy
va fo, hanh vi ciia mang RNN ¢6 thé dwoc mé ta nhu 1a mot
hé théng dong bang cap phuong trinh ma tran phi tuyén:

he = fo(Waenx (£) + Wyph(t — 1))
y(©) = fo (wa,h())

Trong d6 f 12 ham phi tuyén, h(t) 1a tap cac don vi kich hoat
an duoc ding dé xac dinh trang thai cua md hinh. Trang
thai ciia mot hé théng dong l1a mot tap hop céc gia tri tom
tat tit ca cac thong tin vé hanh vi trong quéa kha coa hé
théng can thiét, dé cung cdp mo ta duy nhit vé hanh vi
tuong lai cia nd. Hinh 4 md ta mang RNN dugc dan trai ra
theo tung budc thoi gian.

L Pau ra |
WUH
Lop an J
b Wi
Wi e
[ Diéu vao ‘ L Lép an J
b AL | e BE
Time t W, T S Wi
H
Pau vao \ { Lép an ]
Time t-1 W’”T i &

Dau vao =

Time t-2

Hinh 4. Mang RNN duoc dan trai theo buéc thoi gian

Huan luyén mang RNN ciing tuong ty nhu cac mang neural
truyén thng, trong d6 van sir dung RMSE dé tinh toan ham
mat mat theo mdi budc thoi gian va ding phuong phéap hoc
lan truyén nguwoc dé cap nhat cac trong sé lién quan tuy
nhién giai thuat lan truyén nguoc (backpropagation). Trong
RNN c6 mét su thay doi d6 1a dao ham tai mdi dau ra phu
thuéc khdng chi vao céc tinh toan tai budc dé6 ma con phu
thudc vao cac bude trude do; boi vi cac tham sb trong mang
RNN dugc sir dung chung cho tat ca cac bugc trong mang.
Néu mang huan luyén mot chudi dir liéu voi thoi gian bat
dau 1a to va két thic & budc thoi gian t; thi tong chi phi s& la
tong do léch chuan theo mdi budc thoi gian:
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Etotai(to, t1) = Z Esse/ce(t)
t=to
va cac trong so6 dugc cap nhat theo ham SGD:
ty
Aw: = — 6Etotal(t0' tl) _ 6Esse/ce(t)
Y n an'] n 6WU
t=tg

trong d6 n 1a learning rate, Aw;; 1a tong trong sé cua tat ca
cac budce thoi gian trude d6. Vi cong thirc nhu vay, c6 thé
thiy duoc phan nao sy khé khian khi huin luyén mang
RNN, vi véi cac chudi dai ta can phai truyén nguoc lai
théng qua rat nhiéu tang mang. Ngoai ra khi huan luyén
bang phuong phap lan truyén ngugc lién hdi theo mdi budc
thoi gian thi s& 1am cho cac gradient bung nd hoic bién
mét, Bengio et al. di d& cap va giai quyét van dé nay nam
1994 [7]. Mot bién thé cia mang RNN c¢6 thé giai quyét van
dé phu thuoc xa duoc gisi thiéu bai Hochreiter &
Schmidhuber (1997) [8], goi 1a mang bé nhd dai ngan han
(Long-short tearm memory — LSTM). Mang LSTM duoc
thiét ké theo kién tric dang chudi twong tu nhu mang RNN
nhung kién trdc bén trong cua LSTM ¢6 4 tang tuong tac
v6i nhau thay vi 1 ting nhu mang RNN (Hinh 5). Viéc nho
thong tin trong thoi gian dai 1a dac tinh cia mang véi tang
trang thai nén khong can phai huan luyén voi bat ky
phuong phép nao.

(&) ® ()
t t t
W : D, L,
A [daddll A
) iy ke
® ® ©

Hinh 5. 4 ting mang LSTM trong mét budc thoi gian

(nguén: https://dominhhai.github.io)

Céc cbng thic Gng véi cac ting mang duogc thé hién nhu
sau:

iy = oWy, x(t) + wpih(t — 1) + wc(t — 1) + by) (3)
fe=o0 <foxt +wpeh(t — 1) +weee(t — 1) + bf) 4)
¢t = fre(t — 1) + i tan h(wy x(t) + wych(t — 1) + b) (5)
0¢ = 0wy, X(t) + wy h(t — 1) + weoce + by) (6)
h; = O;tanh(c;) )

Ham o la mot ham sigmoid, i, f, o va ¢ tuong tng la cong
dau vao, cong quén, cong dau ra va don vi trang thai. Ba
cong (1, f, 0) la cac cong kiém soét ludng thdng tin, Wei, Wer
va W, biéu thi cho cac ma tran trong s cua cac két nbi.
Budc dau tién LSTM s& quyét dinh xem thdng tin nao can
bo di tir trang thai té bao; n6 lay dau vao 1a ht—1 va x roi
dua ra két qua 1a mot sé trong khoang [0,1] cho médi sé
trong trang théi té bao Cr—1 & phuong trinh (4); tiép theo 1a
guyét dinh xem thdng tin m&i nao s& luu vao trang thai té
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bao bang cach két hgp phuong trinh (3) va (5). Cudi cling
gié tri dau ra s& dua vao trang thai té bao phuong trinh (6)
va phuong trinh (7) nhan dau ra véi mot cong sigmoid dé
cho ra mot gié tri ¢au ra mong mudn.

3. Két qua thtr nghiém

Trong pham vi nghién ciru, mé hinh phan loai dua trén
mang MLP va mang RNN-LSTM duoc lya chon. Hai mo
hinh nay duoc huan luyén trén bo dir licu KDD Cup 1999.
Thuat toan dugc xdy dung trén ngbn nglr Python va thu
vién Keras, Sklearn, chay trén nén tang Tensorflow va moi
trueong Spyder cia Anaconda.

3.1 Tapdu lieu KDD99

Tap dir lieu KDD99 di duoc sir dung dé do luong hiéu suat
cua IDS trong rat nhiéu nghién ciru mac du tap di liéu nay
cii nhung n6 co réat nhidu két qua do hiéu nang, rat thich
hop dé so séanh véi cac mo hinh khac. Tap di liéu nay c6 tat
ca 4.898.431 traffic mang; mdi traffic co 42 chiéu, céc
chiéu bao gom céc loai giao thirc, dich vu va co:
‘duration’,“protocol_type’,‘service’, flag’,‘src_bytes’,‘dst
bytes’,‘land’,‘wrong_fragment’,“urgent’,‘hot’,'num_failed
logins’,‘logged in,num_compromised’,‘root shell’,‘su_atte
mpted’,‘num_root’,’'num_file creations’,’num_shells’, ‘nu
m_access_files’,'num_outbound cmds’,‘is _host login’,‘is
guest_login’,‘count’,‘srv_count’,‘serror_rate’,‘srv_serror_r
ate’,‘rerror_rate’,‘srv_rerror_rate’,‘same_srv_rate’,‘diff srv
_rate’,‘srv_diff host rate’,‘dst host count’,’dst host srv_
count’,‘dst_host same srv_rate’,’dst_host diff srv_rate’,‘d
st_host_same _src_port_rate’,’dst_host _srv_diff host rate’,
‘dst_host_serror_rate’,‘dst_host srv_serror_rate’,dst_host
rerror_rate’,‘dst_host srv_rerror rate’,‘outcome’.

C6 tat ca 23 kiéu tan cong duoc phan loai theo sé chiéu nhu
trén; 23 loai tan cong nay dugc phan lam 4 danh myc la
DoS, R2L, U2R va Probe (Hinh 6).

Loai Tan cong
DoS back, land, neptune, pod, smurf, teardrop
R2L ftp-write, guess-passwd, imap, multihop, phf,

spy, warezclient, warezmaster
U2R buffer-overflow, loadmodule, perl, rootkit
Probe ipsweep, nmap, portsweep, satan

Hinh 6. Phan loai tAn cong trong KDD99 [3]

Cong doan dau tién phai thuc hién 1a xac dinh chia tap di
liéu thanh 2 thanh phan, trong d6 dung 80% dit liéu dé huan
luyén va 20% dit liéu dung dé kiém tra. Ciing khong can sir
dung tap dir liéu chua duge gan nhin nao khac dé kiém tra
kha ning phat hién ciia mang neural, sau qué trinh huan
luyén 80% dir liéu, mang neural dung chirc nang fit model
dé ¢ géng gan nhan 20% dir liéu con lai sau d6 cap nhat
cé4c trong s6 dé mang neural dat hiéu qua cao nhat (Hinh 7).
Pa s6 trong tap dit liéu nay 1a tn cong DoS va tap dit liéu
binh thuong nén thuét toan sé dugc dao tao mot cach chénh
léch.
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Hinh 7 Ti 1& cac cudc tan cong trong tap dir lidu

3.2 Cac phuong phap danh gia

Tru6c tién st dung Accuracy (d6 chinh xac) dé tinh ti Ié
giira s6 diém duogc dyu doan ding va téng s diém trong tap
dir liu kiém thu. Tiép theo ldy ti 1& phat hién (DR —
Detection Rate) va ti 1€ phat hién sai (FAR — False Alarm
Rate) 1am thude do danh gia d6 nghiém trong cia mot 16p
nao d6 trong mot hé théng phan 16p. DR biéu thi ti 1¢ cac
truong hop tin cong da bi phat hién boi thuat toan va FAR
la ti 1 cac truong hop thuong da bi phéat hién sai. Dya trén
mot ma tran sai s6, cach tinh céac chi s6 duoc thuc hién nhu
sau:

DR =TP/(TP +FN)

FAR = FP/ (TN + FP)

Trong d6 (TP - True Positive) la s mau phan 16p ding
dugc chap nhan , (TN — True Negative) 1a s6 mau phan 16p
dung bi tir chdi, (FP — False Positive) 1a sé mau phan 16p
sai duoc chap nhan, (FN — False Negative) 1a s6 mau phan
I6p sai bi tir chdi. Khi chi s DR tang va chi s6 FAR giam
thi hiéu suat phét trién dugc danh gia tot hon.

3.3 Cai dat mé hinh

Truée khi st dung tap dir liéu hun luyén can phai chuin
hoa tat ca cac truong hop tir 0 dén 1; ddu vao co tat ca 41
truong dic diém va dau ra c6 4 loai tin cong va 1 loai la dir
liéu binh thuong. Do mang neural yéu cau dau vao phai la
céc cot ¢o gi tri s6 ¢b dinh, nhu mot dir liéu bang tinh phai
c6 dau vao hoan toan 1a sé nén phai ma hoa cac vector dic
diém cho céc loai dit liéu khac nhau. Trong thu vién
Tensorflow va Scikit-learn ¢c6 mot sé doan ma ding dé ma
hoéa vector va tang sé chidu vector nhu sau:

e Encode_text dummy: ding dé mi héa cic truong vin
ban, gidng nhu 4 loai tn cong la mot truong duy nhat trong
mot 1op, 4 16p cd thé ma hoa thanh “1, 0, 0, 07, <0, 1, 0, 07,
“0, 0, 1, 07, “0, 0, 0, 1”. Pay la phuong phap ma hoa cac
trinh dy doan non-target.

e Encode_text_index: Gidéng nhu Encode text dummy, mi
nay mi hoa truong van ban thanh cac sé dai dién trong céc

I6p <07, “17, “27, “3”; day la phuong phap ma hoa céc trinh
du doan c6 muc tiéu.

e Encode_numeric_zscore: M hoa cac gié tri s6 dudi dang
z-score.

O thir nghiém cai dat mang MLP véi sb 16p 1a 4, 1 16p dau
vao ¢6 10 node, 16p an c6 3 16p va mot 1op dau ra.

O thir nghiém cai dat mang RNN- LSTM vao cac 16p an véi
céc tham s6 time-step, batch-size va epoch.

3.4 Kétqua

Két qua duoc so sanh hiéu suat vai cac thuat toan may hoc
la SVM va bayesian, ti 1& Accuracy thé hién hiéu qua cua
thuat toan trong qué trinh huan luyén.

Bang 1 Két qua so sanh hiéu sut giira cac thuat toan hoc

DR FAR Accuracy
Bayesian 77,65% | 17,57% | 88,46%
SVM 87,65% | 6,12% | 92,6%
MLP 96,33% | 3,34% | 98,22%
LSTM-RNN | 98,8% | 10,05% | 99,04%

4. Két luan

Tur két qua thuc nghiém cho thay méd hinh MLP va RNN-
LSTM c6 thé dap tmg duoc yéu cau phét hién tin céng néu
ra ¢ trén. Tuy hiéu suat khé truc quan nhung khong thé hién
hét duoc siic manh cua thuat toan do duoc xay dung dé
nghién ctu chir khong phai vi muc dich thuong mai, khéng
dap umg du yéu cau vé phan cung, thoi gian huan luyén
cling nhu kich thudc tap huin luyén. Bén canh do, vu diém
ciia md hinh hoc sau 1a c6 thé phét hién cac cudc tan cong
mang nhanh hon va cho ti I€ chinh xac cao; dac biét véi dir
liéu cang nhiéu va thoi gian huan luyén cang lau. Nhu vay
viéc st dung md hinh hoc sau vao viéc phat hién tin cong
mang |a hoan toan phu hop. Ngoai ra hudng tiép can mai la
ap dung mang MLP vai ham kich hoat 1a ReLU (so véi cac
ham Sigmoid va tanh) va mang RNN-LSTM trén tap dix
lieu KDD99, &4p dung ham do d6 mat mat 1a RMSE véi hiéu
quéa danh gia trén tong binh phuong cua toan bo do mat mat
trén cac lop an.

Tir céc két qua trén ciing dat ra cac van dé nghién ciru con
b6 ngd nhu sau:

e Can nghién ciru cac mo hinh véi bo tham sé va cac ham
s6 khac nhau dé tim ra cac bo s thich hop lam tang higu
suit cua thuat toan.

e Ning lyc xi ly dit liéu ciing nhu tinh toan cta hé théng
mdy dong vai tro quan trong trong viéc khai thac thuét toan;
dic biét 1a cac thuat toan hoc sau yéu cau lugng Ion bo nho
dé huén luyeén.

« Ung dung thuat toan vao céc tap dir liéu tan cong khéc
bao gom tap dir liéu c6 gan nhén va khéng c6 gan nhan.

@ Dai hoc Nguyén T4t Thanh
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Improvement detection abbility of network attacks by deep learning
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Abstract The Intrusion Detection System (IDS) is a security software designed to alert automatically when someone or
something is trying to infiltrate the system, but this invasion may cause the system to be in danger or violate the privacy
policy. Many studies have successfully applied machine learning algorithms to IDS systems that have the ability to self-
study and update new attacks. But to limit false alarms and increase the likelihood of predicting attacks, the IDS should have
more analytical thinking. This is deep learning. This paper addresses the deep learning as a new approach that can help the
IDS system improve accuracy and speed up analysis when input data is too large. With the application of deep neural
networks such as the Multilayer Perceptron (MLP) and the Recurrent Neural Network (RNN) on the KDD99 dataset to
evaluate Accuracy, Mean Squared Error and Confusion Matrix. The efficiency gains were 98.2% for MLP and 99.04% for
RNNs, compared to 92.6% for SVM and 88.46% for Naive Bayes.

Keywords IDS, computer network, neural network, deep learning, machine learning
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