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Tom tat

Giao thirc MPTCP la mot dé xuét cai tién tir giao thirc kiém soat duong truyén truyén
théng. MPTCP hd trg cho cac tng dung nang cao hiéu suét truyén di liéu trén mang
bang cach sir dung nhiéu duong truyén vt 1y. Cho dén nay, MPTCP van chwa duoc phd

bién rong rdi cho du da c6 nhiéu giai phap kiém soét tic nghén va 1ap lich van chuyén

g6 tin di dwoc nghién ctiu. Bai bao nay thuc hién khao sat cac nghién ciru di cong bd
lién quan dén kiém soét tic ngh&n va Iap lich cac ludng dit liéu trong giao thire MPTCP.
Khao sat nay phan loai kiém soat tac nghén va 1ap lich goi tin theo hudng tiép can truyén
thdng va huéng tiép can hoc may. Vi mdi nghién ciru da khao sat s& co danh gia ngin
gon, nham hd trg cho nhitng nghién ciu p dung hoc may vao cai thién hiéu ning cua

giao thuc mang MPTCP trong tuong lai.
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1 Gigi thiéu

Ké tir khi mang mdy tinh ra doi va 16n manh thanh hé
thdng Internet nhur ngay nay, giao thic IP da chiém vi
tri doc ton trong truyén thong dir liéu giira cac may tinh
va thiét bi trén mang. Hd tro cho cac ung dung van
chuyén dit liéu cho nhau trén mang c6 2 giao thac gom:
“giao thirc goi dit li¢u nguoi dung” (User Datagram
Protocol - UDP) va “giao thirc kiém soat duong truyén”
(Transmission Control Protocol - TCP). Giao thuc
UDP [1] truyén dit liéu theo kiéu phi két ndi: bén gui
s& day dit liéu di ma khong can biét bén nhan c6 sin
sang hay khong Diéu nay gilp cho giao thuc UDP xu
1y nhanh nhung 1a giao thirc khdng tin cay. Giao thuc
con lai 13 TCP [2] truyén di liéu kiéu huéng két ndi:
bén guri lién lac voi bén nhan trude khi truyén di liéu,
dam bao do tin cay, tinh chinh xac cho dit liéu truyén.
Day ciing 14 Iy do ma TCP duoc st dung phd bién trén
céc tng dung co trao d6i thdng tin trén mang hién nay.
Ngay nay, véi su buing nd cua cdng nghé théng tin, cac
rng dung c6 nhu cdu gia ting téc do truyén thong tin
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giao thirc TCP da
duong, kiém soét tic
ngheén, lap lich géi tin,
MPTCP dua trén hoc
may

trén mang. Trong khi d6, giao thuc TCP chi hd tro van
chuyén dir liéu tir cac wng dung dén mot thiét bi giao
tiép mang duy nhat tai mot thoi diém. Do vay, cai tién
giao thirc TCP Ia nhu cau tat yéu.

Giai quyét cho van dé nay, mot giao thirc mai vai tén
goi “giao thitc TCP da duong” (Multipath TCP -
MPTCP) [3] d3 duoc dé xuat. MPTCP hd tro cho ting
dung van chuyén di liéu 1én mang bang nhiéu ludng
con khéc nhau, véi mdi ludng con duogc thiét 1ap trén
mot giao tiép mang cua thiét bi. Diéu nay giup ting
bing thong mang, cai thién hiéu niang truyén di liéu
giita cac tng dung trén mang mot cach dang ké.

Tuy vay, nhitng van d& ma giao thire TCP truyén thong
d3 tirng gap phai nhu: mat g6i, tré g6i, thoi gian hdi dap
tré nén phirc tap hon déi vai giao thirc MPTCP do viéc
truyén di liéu trén nhiéu ludng con cua no. Bac biét Ia
nhiing thach thuc trong kiém soét tic nghén trén nhiéu
ludng con. Kiém soét tic nghdn da duong 1a co s cho
viéc 1ap lich van chuyén goi tin dén cac ludng con sao
cho dat hiéu qua cao nhit c6 thé.

https://doi.org/10.55401/jdfygj55



Tap chi Khoa hoc & Céng nghé Vol 7, No 2

Trudc tién, xin giéi thiéu vin tit mot sb kién thirc nén
tang vé giao thirc TCP va MPTCP va nhitng bai toan
can giai quyét cua 2 giao thic nay. Sau do, dua trén
nhitng nghién ciru da thuc hién khao sat, bai bao sé tom
tat lai nhitng thuat toan kiém soét tac nghén va céc thuat
toan 1ap lich g6i tin cua giao thirc MPTCP. Ca hai van
dé nay, bai bao sé trinh bay theo 2 dang: theo huéng
tiép can truyén théng va theo hudng tiép can hoc may.
Véi mdi noi dung khao sat s& c6 mot sé danh gia nham
cung cap goc nhin tong quan vé tinh trang cua giao thirc
MPTCP hién nay.

2 Nén tang vé TCP va MPTCP

Phan nay, sé& trinh bay ngan gon maot s6 kién thuc lién
quan dén giao thirc TCP va MPTCP. Nhitng kién thiic
nén nay s& gitip nhin rd hon nhiing thach thirc ma giao

thirc TCP va MPTCP gap phai. Ngay nay, cac giai phap
cho TCP da dat dwoc su tin ciy, con MPTCP thi chua.
2.1 Tong quan Vvé giao thuc TCP

TCP la giao thirc dang hudng két néi: cac tha tuc, qui
trinh ciia TCP hudng dén viéc dam bao d6 tin cay, tinh
chinh xac, tinh day du cho dir liéu truyén va nhan. Giao
thirc ndy yéu cau bén gui phai thuc hién qui trinh thoa
hiép “bat tay 3 budc” véi bén nhan trude khi truyén dir
liéu di. Dir liéu chi dugc truyén di khi qui trinh thoa
hi¢p thanh cong, dam bao bén nhan sé nhan dugc d
liéu d6. Trong qua trinh truyén, bén gui s& chia dit lidu
thanh céc goi tin, danh so thir tu cho cac géi tin, luu giir
ban sao cua géi tin cho dén khi nhan duoc thong bao
xac nhan (Acknowledgment - ACK) cua bén nhan.
Hinh 1 cho thay quy trinh “bat tay 3 budc” (three-way
handshake) do phia may khach (client) - noi c6 nhu cau
trao ddi dit liéu - chu dong thyc hién.
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TCP data stream
Hinh 1 Qui trinh “bét tay 3 budc” cia TCP

2.2 Tong quan vé giao thirce MPTCP
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Hinh 2 Kién trac MPTCP

Giao thitc MPTCP duoc phat trién tr mé hinh
“Transport thé hé méi” (TNG) [4]. Hinh 2 mb ta kién
trac caa MPTCP, theo d6, mdi giao tiép mang vat 1y
trén thiét bi dwoc MPTCP x4y dung thanh mét ludng
con (subflow). Dir liéu tir tng dung s& dugc MPTCP
chia thanh cac goi tin va lap lich van chuyén vao céac

ludng con d¢€ truyén ra ngoai. Tuong tu, cac goi tin tir
ngoai vao cac luong con s€ dugc MPTCP dua vao tng

dung.
]
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Hinh 3 Qui trinh “bt tay 3 budc” cia MPTCP

Khong phai thiét bi nao ciing sir dung MPTCP thay thé
cho TCP. Chinh vi vdy, qui trinh “bét tay 3 budc” cua
MPTCP duoc thuc hién qua 2 giai doan dugc mo ta tai

Subflow Addition
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Hinh 3. Theo d6: giai doan (1): bén gui (Sender) co
ding MPTCP thuc hién “bét tay 3 budc” voi bén nhan
(Receiver) nhu TCP truyén thong. Giai doan (2): bén
gui s& gui g6i SYN (MP_Join) goi ¥ moi két ndi
MPTCP. Néu bén nhan c6 ding MPTCP thi céc luong
con sé& hinh thanh [5].

2.3 Giai phap cua TCP va MPTCP dbi véi cac thach
thire trong truyén théng mang

Truyén théng mang s& gap phai nhiéu van dé. Bai bao
nay trinh bay mot s6 van dé Ion déi ma giao thiec TCP
va MPTCP can phai giai quyét.

2.3.1 Vén dé mat gai tin.

Mat goi tin (packet loss)la tinh trang goi tin khong dén
duoc bén nhan. V&i TCP, khi xay ra mat goi, TCP s&
xem d6 1a dau hiéu tic ngh&n mang va phan &ng bang
cac giam gia tri cua ctra sd tic nghén (Congestion
Window - CWND) va ngudng bit dau cham (Slow
Start Threshold - SST) cho nhitng géi tin tiép theo. Do
d6, bang thong truyén di s& giam ngay lap tuc. Véi
MPTCP, nd s& giam CWND va SST cua ludng con bi
tac ngh&n. cac ludng con khéc van binh thuong. Van dé
nay di duoc thuc nghiém trén dién thoai théng minh c6
wifi va LTE [6]. Két qua cho thay vai dit liéu nho thi
TCP it bi mat goi hon, nhung voi dit lieu lon thi
MPTCP it mit goi hon, cho hiéu suat tét hon.

2.3.2 Vén dé vé do tré g6i tin.

Do tré goi tin (packet delay) la khoang thoi gian goi tin
di tir noi phat dén noi nhan. Do tré bi anh huong boi
cac bo dinh tuyén trén duong truyén, chit lugng duong
truyén va nhit Ia tinh trang tic nghén mang. Puong
truyén khong day thuong co do tré cao hon voi duong
¢ day. Co ché hoat dong cua giao thuc MPTCP cho
phép no linh dong trong viéc lya chon duong truyén.
Trong thuc nghiém do hiéu nang cia TCP va MPTCP
duya trén do tré cta goi tin trong moi truong mang cé
lien két hdn hop, két qua cho thdy MPTCP ¢ do tré
thap hon va st dung bang thong tot hon so véi TCP [7].
2.3.3 Van @& vé mt thir ty goi tin.

Trong giao thic TCP, dir liéu can truyén s& duoc chia
thanh nhiéu goi tin (Segment - SEG) va danh s thir ty
cho goi tin trudc khi guri di. Bén nhan s& ding sé thir ty
nay dé sap xép lai cac SEG cho dung véi dit liéu goc.
V6i TCP, céc SEG lan luot giri di trén mot ludng duy
nhat theo dung thir ty cua n6. Con véi MPTCP, céc
SEG giri di trén nhiéu ludng con nén c6 thé xay ra tinh
trang sai léch thir tu (Out-of-Order Packets). Su sai l1éch
thir ty nay cling 1a nguyén nhan gy ra hién tuwong cac
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goi tin truyén c6 mat d6 khong dong déu, ldc qué nhiéu,
IUc qué it, goi la hién tugng giat gai tin (jitter).

Do vay, lap lich van chuyén goi tin 1a mot trong nhirng
nhiém vu kho khan nhat trong MPTCP. Mot giai phéap
1ap lich da duong co tén 1a “ky thuat lap lich goi tin theo
d6 tr&” da dugc dé xuat nham giai quyét hién twong giat
g6i tin trong MPTCP [8]. Nham han ché sai léch thu tu
trong mang di dong, mot giai phap khac st dung hang
doi dé lap lich da duong ciing da duogc dé xuat [9].
2.3.4 Thoi gian quay Vé.

Thai gian quay vé (Round-Trip Time - RTT) la khoang
thoi gian tinh tir e goi tin dugc giri di cho dén khi bén
giri nhan duoc ACK goi tin ¢6. RTT cang ngan chang
t6 hiéu suét truyén thdng mang cang cao. Giam RTT
cling la myc tiéu quan trong caa MPTCP.

3 Kiém soét tic ngh&n trong MPTCP

Trong thuc té, toc do phét ra ludng dix liéu truyén cua
bén gui va téc do nhan ludng dir liéu d6 cua bén nhan
thudng khong dong bo nhau. Tac nghén xay ra khi tc
d6 nhan cham hon téc @6 phat hoic tbc do van chuyén
dir liéu ctua duong truyén cham hon tdc do phét.

Kiém soéat tic nghén (Congestion Control - CC) 1a kha
nang ma bén phat dir liéu nhan biét hozc dy doan duoc
trang thai cua bén nhan hoic cua duong truyén dé diéu
chinh lai téc d6 phat, kich thudc goi tin sao cho sir dung
hiéu qua ha ting mang dung chung va cai thién tinh
trang tic ngh&n cho bén nhan.

CC trong giao thirc TCP gdm 3 pha:

- Pha “khéi dau cham” (Slow Start - SS): pha nay dugc
bén giri str dung dé xac dinh ngudng téi da ma bén nhan
c6 thé tiép nhan ludng dit lieu. Dé xac dinh gié tri
ngudng, bén gui s& truyén goi tin co kich thudc nho dé
bén nhan phan hdi lai thong tin “kich thudc téi da” cua
g6i ma né co thé nhan dugc; néu bén gui nhan dugc
ACK, né s& gia tang kich thudc cua goi tin va tiép tuc
giri cho bén nhan; qua trinh nay tiép dién cho tai khi
bén giri khéng con nhan dugc ACK; gid tri kich thudc
ctia gi tin cua goi cudi cung chinh 1a ngudng SST.

- Pha “tranh tic ngh&n” (Congestion Avoidance - CA):
day la giai doan bén gui truyén dit liéu cho bén nhan.
Bén guri s& gia ting kich thudc goi tin truyén theo cap
s6 cong cho dén khi dat dén ngudng di xac dinh & pha
SS.

- Pha “nhan dang tic nghén” (Congestion Detection -
CD): trong qua trinh truyén dir lidu, néu xay ra tic
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nghén, bén giri s& giam kich thudc goi tin truyén theo
cip sb nhan.

Quaé trinh kiém soét tiac nghén ¢ 2 pha CA va CD theo
quy luat tang kich thudc goi tin truyén theo cip s6 cong
va giam theo cap sb nhan duoc goi 1a AIMD.

Véi giao thic TCP, dd c6 nhiéu thuat toan kiém soét
tac nghén dugc dé xuat va 4p dung nhu: TCP Reno ,
TCP Vegas [10] va TCP Cubic [11]. V&i MPTCP,
nhitng thuat toan kiém soét tac nghén caa TCP chi c6
thé ap dung khi MPTCP chay trén mot ludng con, con
khi chay da duong thi cc thuat toén trén khong mang
lai hiéu qua. Vi vay, da co nhiéu nghién cau kiém soat
tac ngh&n khi van chuyén dir liéu dong thoi trén nhiéu
ludng con. Bai bao sé& chia cac nghién ciru kiém soét tic
nghén cho MPTCP thanh 2 nhém, gém nhém ding
huéng tiép can truyén théng va nhém sir dung k§ thuat
hoc may.

3.1 Céac phuong phap kiém soét tic nghén cho MPTCP
theo hudng tiép can truyén thong

Mot phuong phap kiém soét tic nghén cé tén la “két
hop diéu chinh kich thu6c géi linh dong” (Dynamic
Window Coupling - DWC) di duoc dé xuat [12]. DWC
duing so do theo di cac thong s6 mat goi va do tré dé
phét hién tic nghén. Phuong phap nay xay dung mot
“tap ludng con” 1a tap hop cac dudng truyén mang c6
trén thiét bi dé chia sé bing thong hoic hoat dong doc
lap theo su diéu khién cua so do kiém soat tic nghén ¢
trén. Trong nghién ctu ndy, cac tac gia da trién khai
thuc nghiém trén phian mém mo phong NS-2. Két qua
cho thiy thong luong dat cao hon trén mdi ludng con
S0 Voi thuat toan “diéu khién tic nghén két hop”
(Coupled Congestion Control - CCC) da dugc cong bd
tai RFC-6356 [13]. Nhom tac gia trong nghién cuu nay
con dé xuat st dung bo nhé cho phwong phap cia ho
dé nhan dang va sir dung lai cac “tap ludng con” di
thanh lap trude do.

Mot nhdm nghién ciru khac da phat trién thuat toan co
tén goi “diéu khién tic nghén cho TCP da duong dua
trén muc tiéu hao nang lugng” (energy-aware
congestion control for multipath TCP - ecMTCP) [14].
ecMTCP sir dung phuong phap phan bo luu lugng gitra
cac ludng con dia vao cac tiéu chi nhu: mat do luu
lugng truyén tai, chi phi nang luong cia duong truyén
dé dat tinh can bang tai va tiét kiém ning lugng.
Phuong phép nay dugc thuc nghiém trén phan mém md
phong NS-2, tham s6 mat do luu lugng, chi phi ning
luong duoc cai dat trén phan mém. Két qua l1a théng

lwong mang dat kha cao trén ca lubng TCP va MPTCP.
Nghién ctru nay chua thuc nghiém trén méi truong
mang that, nhiéu bién dong.

Thuat toan “VEGAS ¢6 trong s6” (weighted VEGAS -
WVEGAS) cai tién tir thuat toan VEGAS dung cho TCP
dé kiém soat tac nghén cho MPTCP [15]. WWEGAS
kiém soat thdng s do tré cua cac goi tin trén cac ludng
con, tir 6 1am co s¢ dé chuyén goi tin trong hang doi
cta ludng con c6 do tré cao sang hang doi cua ludng
con c6 do tré thap. Viéc chuyén doi luu luong cua
WVEGAS gilp giam thiéu su c6 mat gdi va mang lai
can bang luu luong tét hon cho cac ludng con. Nhoém
tac gia da thuc nghiém trén phan mém mé phong NS-
3, t6i wu hoa cac tham sb dé dat dugc muc tiéu kiém
S04t tac nghén.

Mot phuong phap kiém soét tic nghén khac dugc dé
Xuit vao nam 2013 [16] bang cach két hop thuat toan
DWC va “thudt toan ting lién két co hoi” (OLIA) [17].
Phuong phéap nay ding kiém soét do tré dé sap xép goi
tin trong hang doi, két hop véi viéc sir dung “kich thudc
bo nhé dém” ¢ phia bén nhan dé kiém soat tic nghén
da duong. Phuong phéap nay dat hiéu suat tét trong cac
cac moi trudng mang ma tac nghén lubn bién dong.
Trong MPTCP, néu ting bing thong cua cac lién két
mang dé dat dugc thong luong cao hon s& khdng thé
hién thuc duoc néu cac duong mang khong chia sé su
cb thit cd chai cho nhau [18]. Ho da trién khai thuat
toan “phat hién sy cb thit c¢6 chai chia s&” (Shared
Bottleneck Detection - SBD) cho MPTCP. Thuat toan
nay huéng téi su can bang giira tic nghén va thong
lwong mang. Thyc nghiém cia ho ciing da cho thay c6
mot sb trudng hop xay ra tinh trang tic nghén nhung
khéng chia s¢. Tuy vay, théng lwong mang ti da c6 thé
dat dwoc t6i 40 % khi sir dung 2 ludng con. Muc thong
luong dat dén 100 % khi sir dung 5 ludng con. Thuyc
nghiém cua ho duoc trién khai trén Linux két hop véi
phan mém md phong mang CORE.

Khao sat qua mot sb thuat toan trén, c6 thé thiy cac
thuat todn kiém soét tac nghén trong MPTCP da phan
tap trung vao pha CA va pha CD. Kiém soét tic ngh&n
& cac pha nay gilp mang khong xay ra su cd tran di
liéu dan dén hay cac goi ¢ do uu tién thap. Diéu nay
ly giai dugc nguyén nhan ma MPTCP thuong chi cé
hiéu qua vai viéc truyén dir liéu I6n. Kiém soat tic
nghén & giai doan nay d& gap su ¢b tran bo dém (buffer
overflow).

@ Dai hoc Nguyén T4t Thanh
Ot

NGUYEN TAT THANE



Thuat toan “kiém soat tic nghdn nhit quéan thong
luong” (Throughput Consistency Congestion Control -
TCCC) la mot giai phap dung hudng tiép can tai pha
SS[19], TCCC dé xuat str dung phuong phép “khéi dau
cham két hop” (Coupled SlowStart - CSS) va phuong
phap “tranh tic nghén tich cuc” (Aggressive
Congestion Avoidance - ACA). Nhom tac gia sir dung
CSS dé ngan ngira sy ¢d mat goi do sy dir ligu gia ting
va ding ACA dé kiém soat bang thong chia sé hop ly
hon. Trong thuc nghiém, TCCC nang cao hiéu suat
truyén tai di liéu. Tuy nhién, trong MPTCP, céc ludng
con thuong hoat dong & cac giai doan khac nhau trong
khi CSS chi ¢6 vai tro trong pha SS. Thuat todn CSS
can duoc xem xét nghién ctru cai thién thém.

Thuc nghiém cho thay: cac thuat toan kiém soat tic
nghén da duong hién tai khdng thé nhanh chéng diéu
chinh luvu lugng mang cho céc hé théng sir dung chinh
sach “chit luong dich vu” (Quality of Service - Qo0S)
khong ddng nhat. Didu d6 dan dén hiéu suat kém trong
mot s6 moi trudng mang bién dong [20]. Nhom téc gia
dé xuét thuat toan tén goi ACCeSS. Thuat toan nay sir
dung phuong phap “HOi quy ring ngiu nhién”
(Random Forest Regressing) dé thyc hién téi uu hoa
hiéu suat QoS theo céc chi s6 di chon. Qua thuc nghiém
cho thiy thuat toan nay thich tng nhanh véi nhitng thay
dbi cua mang, dap ung tot cac chinh sach QoS dit
truc. Trong nghién ciru ndy, nhém tac gia d trién khai
giai phap trén Linux va cho két qua vuot troi hon hau
hét cac phuong phap kiém soét tic nghén da duong nhu
wVegas, OLIA, BALIA [21].

3.2 Céac phuong phap kiém soét tic nghén cho MPTCP
theo hudng tiép can hoc may

C6 kha nhiéu phuong phap va thuét toan kiém soét tic
nghén cho MPTCP, nhung cac huéng tiép can kiéu
truyén thdng chd trong vao cac chi bao dé nhan dang
tac nghén nhu: mat goi, d6 tré, ACK va RTT... Trong
thuc té, nhitng chi bao nay thuong cé gia tri bat thuong,
khong 6n dinh. Chinh vi thé ma cac phuong phap kiém
soét tac nghén truyen thong dat higu suat cao trong mo
phong nhung khi thuc nghiém thyc té lai cho hiéu suat
thap hon ky vong. Trong khi d6, cac phuong phap kiém
S04t tac nghén vai hudng tiép can dya trén hoc may
(ML) dua ra quyét dinh dua trén kinh nghiém tur dit ligu
huan luyén. Vi thé, chlng c6 thé thich ang tot vai moi
tinh hudng mang.

MPCC la mot phuong phap kiém soat tac nghén da
duong dua vao hoc may truc tuyén [22]. Phuong phap

@ Dai hoc Nguyén T4t Thanh
O™

NGUYEN TAT THANE

Tap chi Khoa hoc & Céng nghé Vol 7, No 2

nay st dung co ché AIMD truyén thdng cho ting ludng
con nhung dap tng nhanh véi nhitng bién déng mang
nho vao hoc may truc tuyén. N6 cho phan tng nhanh
hon nham giGp kiém soat tic nghén phan tng nhanh
véi nhitng bién dong trong mdi truong mang. Nhom tac
gia da thuc nghiém MPCC trén Linux kernel véi cac
moi trudng mang cd nhiéu lién két mang khac nhau,
Két qua cho hiéu suat truyén cao, dat tinh cong bang
cho cac ludng con trong méi trudng mang nhiéu bién
dong. Tuy nhién, khi nghién ciru dén viéc ting hiéu suat
cho cac ludng ngan va giai quyét cac van dé sai léch
bang thong trén dudng truyén mang thi phuong phap
MPCC cho hiéu suat kém trong cac tinh hudng trang
thai mang thay doi.

Nhu da ban luan, hoat dong cua mang may tinh trong
thyc té lubn bién dong, MPTCP ciing can phai thich
tng nhanh voéi trang thai méi. Mot dé xuét st dung
cong nghé “Hoc tang cuong” (Reinforcement Learning
- RL) ra quyét dinh lra chon dudng dinh tuyén dé guri
cac goi TCP sao cho thong lwong mang dugc t6i da hoa
[23]. V6i van dé kiém soét tic nghén da dudng, nhom
tac gia ap dung thuat toan trong ML goi 1a “hoc truc
tuyén duya trén da trang bi” [24]. Thuét toan diéu khién
tic nghén nay cho phép MPTCP diéu chinh téc do
truyén linh hoat va thich ung cho ting ludng con voi
hiéu suét tbt.

SmartCC la mot thuat toan sir dung RL vao kiém soat
tac nghén da dudng trong moi truong mang khong dong
nhat [25]. Nhém nghién ciru da huan luyén md hinh tir
bo quy tic tic nghén dé giam sat méi truong mang va
thuc hién cac hanh dong dé diéu chinh CWND cua mdi
ludng con. Nhom tac gia da trién khai phuong phap cta
ho trén phan mém mé phong NS-3.

V6i mé hinh “Kiém soét tic nghén sir dung hoc ting
cuong sau” (Deep Reinforcement Learning Congestion
Control - DRL-CC) [26], Nh6ém tac gia st dung mét
DRL Agent dé kiém soét tac nghén cho tat ca céc luong
con ciia MPTCP nham tdi da hoa tong tién ich. Ho sir
dung mang no ron dwa trén LTSM dé biéu dién lai hoat
dong cua céc ludng con, huin luyén cho DRL
framework nhan dang nhanh tic nghén trén cac ludng
con. Nhém da trién khai thyc nghiém giai phap trén
Linux.

Mot mo hinh kiém soat tac nghén khéc ciing dya trén
DRL cd tén goi 1a DeepCC [27]. Khac vai DRL-CC ¢
trén, DeepCC st dung nhiédu DRL agent. M&i DRL
agent s& diéu khién CWND cua mét ludng con. Mo
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hinh caa ho sir dung mét tién trinh c6 tén “tw cha ¥
(self-attention) mang nhiém vu kiém tra sy phu thudc
cia mot ludng con véi tong trong sé cia cac luong con
khac. Nhom da so sanh giai phap ctia ho véi DRL-CC
va cho thay phuong phap cua ho vuot troi hon DRL-
CC trong viéc tang/giam tdc do guri gbi dé tng pho voi
tinh trang tac nghén bién dong cia mang.

Mot framework kiém soét tic nghén cho MPTCP dya
trén Q-learning va Deep Q-Network duoc dé xuat nhu
1a mot giai phap cai thién thong lugng cho “mang van
vat trong khong gian” (Internet of Deep Space Things
- 1oDST) nham cip dich vu lién lac cho tau vil try vé
trai dat. Giai phap chinh cua ho 1a tinh toan tim ra mot
gia tri 1y twong nhat cho CWND dé truyén dit liéu cac
cudc hoi thoai trén 1o0DST. Giai phap caa ho dat két qua
t6t khi truyén video va am thanh tir tau vii tru vé trai dat
[28]. Han ché cua cuia nghién ciru nay la giai phéap chi
thuc hién trong moéi trueong loDST.

4 Lap lich van chuyén géi tin trong MPTCP

Lap lich MPTCP 1a Iya chon luu lugng dit liéu can
duoc Ién lich cho céc ludng con khéac nhau van chuyén
I1én mang. Muc tiéu caa lap lich MPTCP la sao cho dat
dugc hiéu sut tét nhat nhu: thong luong cao, do tré
thap, giam ti Ié mat goi,... Trong phan nay, bai bao nay
s& trinh bay cac phuong phap 1ap lich MPTCP truyén
thdng va cac phuong phap dwa trén hoc may.

4.1 Cac phuong phap 1ap lich MPTCP truyén thng
Phuong phap 1ap lich MPTCP dau tién dugc dé cap
trong RFC-6356, dé xuat 3 phuong phép 1ap lich khac
nhau:

(1) Phuong phap “mic dinh” (default): dau tién, cac
goi tin s& dugc dua vao ludng con c6 RTT thp nhat
(duong truyén nhanh) cho dén khi CWND cua ludng
dat dén nguang cho phép. Céc gai tin tiép theo s& duoc
dua vao ludng con ¢6 RTT cao hon (dwdng truyén
cham). Dén ludng con cubi ciing thi xét lai RTT cua cac
Iuong con. Phuong phap nay dam bao tat ca ludng con
déu tham gia van chuyén dir liéu nhung khong hiéu qua
V6i nhiéu truong hop nhu: kich thude dit liéu khong
ddng nhét, vin dé do tré, sy c6 méat goi tin, sy cé that
cb chai...

(2) Phuong phap “xoay vong” (round-robin): cac goi
tin 1an luot guri vao cac ludng con theo hinh thirc xoay
vong. Phuong phép nay tao su bt cdng bang cho nhiing
ludng con cé tc do truyén tai yéu; d& xay ra tinh trang
tac nghén ludng dir liéu.

(3) Phuwong phap “du thira” (redundant) phuong phap
nay chon mot Iuong con dung lam ludng du phong
Nhu:ng goi tin can do tré thap s& duoc wu tién chuyén
dén luong dy phong nay. Phuong phap nay hitu ich khi
mudn dat duge do tré thip nhung phai chap nhan giam
bang thong mang.

Khao sat thuc nghiém trén cac cong trinh nghién ctu
cho thay, so vai TCP, giao thirc MPTCP thuong chiém
uu thé trén cac ludng co thoi gian ton tai 1au va hoat
dong kém hon khi kich thudc ludng dit liéu nho. Véi
nhitng truong hop kich thudc ludng dit liéu nho thi do
tré can duogc wu tién hon so véi biang théng mang, vi thé
ma nhirng phuong phap nhanh s€ dugc wu tién Iya chon
hon. Néu CWND cua “duong truyén nhanh” khong kha
dung thi b6 lap lich MPTCP thuong chon “dudng
truyén cham”, didu nay din dén thoi gian hoan thanh
ludng bj tré. [29]

Khiac phyc van dé trén, mot bo lap lich MPTCP méi da
dé xuat, c6 kha niang chin tam thoi “duong truyén
cham” khi chénh léch do tré giira nd véi “duong truyén
nhanh” 1a déng ké [30]. Giai phép lap lich gdi tin nay
cho phép lwong dit liu nho dwoc phan phdi nhanh
chong qua “dudng truyén nhanh”. Cac tic gia da sir
dung phuong phap nay dé tim ludng con ¢6 RTT thap
nhét bat ké tinh kha dung cia CWND, dung thu4t toan
“lap lich theo d6 wu tién ctia RTT” (Lowest-RT T-First)
dé chon ludng con tbi wu. Sau do, ho tra vé gia tri tot
nhat néu chénh léch gitra ludng con ¢6 RTT tét nhét va
ludng con ¢6 RTT nho hon mot diém téi han nhét dinh.
Vi trén mang 3G va wifi ho da chon diém t6i han do
tré 12 100 mili gidy [30]. Véi su phat trién cua mang di
dong va Wifu ngay nay, b 1ap lich nay can dugc danh
gié lai.

Mang trong thuc té da phan 1a mang khong dong nhat,
da dang bang thong, da dang do tré. Trong MPTCP,
mang khong dong nhat dé gy ra hién tuong mat thir tu
goi tin ¢ noi nhan.. Khic phuc van dé nay thuat toan
“lap lich gdi tin cho MPTCP duya trén d¢ tré chuyén
tlép” (FDPS) dugc d& xuat. Thuat toan nay gom hai
phan: du doan su khéc biét vé do tré chuyén tiép trén
cac duong dan va chon dir liéu dé guri qua duong dan
khi c¢6 sdn CWND. Bai bao két luan thuat toan cua ho
duy tri dang ké thir tu cac goi dén tai may nhan so voi
mot s6 thuat toan trude do [31].

Nam 2019, trong mot nghién ciru danh gia cac thuat
toan lap lich cho giao thuc MPTCP hién hitu, nhém
nghién ctru da chon céc thuat toan 1ap lich nhu: thuat
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toan 1ap lich theo d6 wu tién cia RTT (Lowest-RTT-
First), thuat toan 1ap lich dua trén do tré (Delay-aware
packet scheduler - DAPS) [32], thuét toan lap lich dat
lai thir tu goi tin & diém dén (Out-of-order transmission
for in-order arrival scheduler - OTIAS) [33] va thuat
toan 1ap lich dua trén wdc tinh (Blocking estimation-
based MPTCP scheduler - BLEST) [34] d¢ danh gia.
Nhoém tac gia da thuc nghiém anh huong cua mot sb
thong s6 mang nhu: RTT, kich thuéc ving nhé dém,
kich thudc tap tin dén hiéu suat cua céc thuat toan lap
lich. Ngoai ra, nhdm tac gia ciing danh gia hi¢u nang
cua céc thuat toan 1ap lich qua cac yéu té anh huong
nhu: thoi gian chd va thoi gian hoan thanh ludng va
mang c6 cac duong truyén khong dong nhat. Két qua
cho thdy “Lowest-RTT-First” c6 thoi gian cho nhiéu
nhat, trong khi BLEST ¢ thoi gian cho it nhat. Trong
thu nghiém cac kich thudc vang nhé dém khac nhau:
BLEST cho hiéu ning hon hin cac thuat toan khac, tiép
theo 1a OTIAS va DAPS. Két qua nay ciing dé hiéu vi
thuat toan BLEST dy doan su ¢6 “chan dau dong” linh
hoat linh hoat hon, do d6 giam thiéu s6 lugng goi khéng
dung thir ty. Trong céac thir nghiém cac kich thudc tap
tin khac nhau, BLEST va LowRTT hoat dong tét hon
DAPS va OTIAS [35].

Trong mét nghién ciru khac da phan tich cac bo 1ap lich
MPTCP hién cd trong thoi diém nghién ciru va xac dinh
mot s6 khoang tréng con ton tai, nhu: sw ¢ “chin dau
dong”, phan phdi goi khong theo thir tw [36]. Su ¢b
“chan dau dong” c6 thé xay ra khi mot hang doi géi tin
cho dé duoc truyén va goi ¢ dau duong truyén co thé
khéng thé di chuyén vé phia truge do tic nghén. Nhiing
van dé nay lam giam hiéu suat MPTCP. Nhom téc gia
da trinh bay mét “bd lap lich thich tng va hiéu qua”
(Adaptive and Efficient Packet Scheduler - AEPS). B
lap lich AEPS nay khong chi giai quyét nhitng méi lo
ngai vé sy ¢b “chin dau dong” ma con cung cap thong
luong cao véi thoi gian hoan thanh ngan bang cach st
dung tdi da bang thong cua cac duong truyén mang cé
san. AEPS giri cac goi tin dén bén nhan theo dung thir
tu ma hiéu suat khdng bi anh huéng boi kich thudc
vung nhé dém bén nhan hoac kich thudc cua dir liéu
dugc truyén. AEPS di duoc phét trién véi ba muc tiéu:
(1) dam bao ta ca goi s& dén bo nhé dém caa bén nhan;
(2) sir dung tdi da bang thong ciia cac duong truyén
mang; (3) thoi gian hoan thanh phai cang ngin cang tét
[36].
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4.2 Cac phuong phap MPTCP schedule dva vao
Machine learning (ML)

Thoi gian gan day, nhiéu phuong phép 1ap lich duya trén
ML da dugc dé& xuat dé cai thién co ché lap lich cua
MPTCP. Mic du cac phuong phép tiép can co dién dat
dugc hiéu suat tot, cac phuong phép tiép can dya trén
ML ciing cho thay két qua day hira hen va trg nén phé
bién trong viéc dat duoc thong luong cao hon véi do
tré thap hon so v6i cac phuong phap khong ding ML.

(F. Silva va cong su 2020) da st dung giai thuat “hoi
quy tuyén tinh” (linear regression) dé du doan thong
luong va do tré trong cac ludng con va dé xuat by phan
loai tuyén tinh dwa trén “mang than kinh nhan tao”
(Artificial Neural Network) dé chon ludng con tét nhat
c6 thé mang lai hiéu suat tot hon trong bo lap lich
MPTCP [37]. Nhém tac gia da trién khai nghién ctu
ctia minh trén phan mém mé phong NS-3.

FALCON la tén goi cuia mét bo lap lich da duong dung
ML [38]. Thuat todn nay st dung ky thuat hoc may
“meta-learning” dé thich ung véi viéc thay ddi trang
thai mang mot cach nhanh chdng va chinh xac. Thuat
toan “meta-learning” bao gdm hai mé dun: “mé dun
huan luyén ngoai tuyén” (offline training module -
FTM) va “md dun “huén luyén truc tuyén” (online
training module - OTM). Sir dung OTM dé ndm bit céc
diéu kién thay d6i mang trong khi FTM ldy kinh
nghiém tir OTM va phén loai nhirtng kinh nghiém nay
thanh cac nhém khéc nhau tiy thudc vao diéu kién
mang. Két qua cho thay, bo 1ap lich FALCON c6 téc
d6 nhanh hon 8 1an so véi bo lap lich tét nhat & thoi
diém d6, FALCON con cho thay sy thich nghi nhanh
Vv&i méi trudng mang bién dong.

Thuat toan 1ap lich g6i tin cho MPTCP c6 tén “Bd lap
lich g6i du phong thich Gng theo kinh nghiém”
(Experience driven Adaptive Redundant packet
scheduler - EdAR) dugc cong bb nam 2023. EJAR cho
phép lap lich linh hoat cac goi du phong bang céch sir
dung chién Iugc hoc dia trén kinh nghiém dé nang cao
hiéu suat truyén da duong. Dé cho phép hoc va dy doan
chinh x4c, EdAR ding DRL dé thu thap, giam sat moi
trudng mang va qua trinh hanh dong téi wu. EJAR c6
hai ché do truyén: truyén tiéu chuan va truyén du
phong. Ché do truyén tiéu chuan tuan theo qua trinh
chuyén d6i dir ligu thuong xuyén. Ché do truyén du
phong st dung mot bo dém du phong chira cac goi da
dugc truyén di nhung chua dugc xac nhan. Néu mot goi
méi dugc truyén tir bo dém dua vao ludng con, goi dé
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s& duoc sao chép vao bo dém du phong. Néu mot goi
trong b6 dém du phong khong dugc guri di hoac khong
dugc xac nhan, nd sé bi xda khoi bo dém du phong.
Thir nghiém da cho thay thuat toan nay dap tng nhanh
chéng trong méi truong mang bién dong manh, [39]

5 Két luan va dé xuit

Bai bao nay thuc hién khao sat hai van dé quan trong
cua giao thirc MPTCP, d6 1a kiém soét tac nghén va lap
lich g6i tin. Céc thuat toan kiém soét tic nghén va lap
lich géi tin theo hudng tiép can truyén théng co diém
chung 1a khéng thich tng tét véi méi truong mang
khong ddng nhat, nhiéu bién dong. Con nhitng huéng

hoc ting cuong sau da cai thién nhiing diém yéu trén,
nhung bu lai, ching phan tng chidm hon so v&i hudng
tiép can truyén théng. Bai bao nay gilp cho cac nha
nghién ctu ¢d céi nhin tong quan vé hién trang cua giao
thire MPTCP, tiép tuc nghién ctru, dua ra cac thuat toan
méi hozc cai tién cac nghién ctu da co dé giao thic
MPTCP dat 6n dinh va tin cay cao. Hudng tiép can hoc
may dugc khuyén nghi van dung vao kiém soét tic
nghén va lap lich gai tin cho giao thiec MPTCP.

Loi cdm on

Nghién ctru nay duogc tai trg boi Quy phat trién Khoa
hoc va Cong nghé - Trudong Pai hoc Nguyén Tat
Thanh, ma d¢é tai 2023.01.146/HD-KHCN.
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Abstract Multipath TCP is an improved proposal from the traditional TCP protocol. This protocol is intended to
support applications that improve data transmission performance on the network by using multiple physical paths.
However, to date, multipath TCP has not been commonly used even though many solutions for congestion control
and data flow coordination have been published. This paper conducts a survey of published research related to
congestion control and scheduling of data flows in the multipath TCP protocol. This survey classifies congestion
control and packet scheduling according to traditional approaches and machine learning approaches. The article
also has a brief review of published research on these two approaches to support future research which applies
machine learning to improve the performance of multipath TCP network protocol.
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