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Tom tat
An ninh mang ngdy cang trd nén quan trong d6i voi cac hé thong thong tin. Viée phat
trién cac hé thong tu dong c6 kha ning phat hién va phan loai cac hoat dong nguy hai
1a v cling can thiét. Nghién ctru ndy tap trung vao viéc thuc nghiém va danh gia hiéu
Suit ciia cac md hinh hoc may dung dé phat hién cac cudc tan cong mang, nhim nang
cao hiéu qua ctia hé thong nhan dang x4m nhap (IDS). Cac mé hinh dugc huin luyén
va danh gié trén mot bo dit lidu chuan vé& xam nhdp mang v6i myc ti€u phan loai luu
lwong mang binh thuong va luu luong tin cong mang. Két qua thuc nghiém cho thdy
mdi md hinh ¢6 nhitng uu diém va han ché riéng trong viéc phat hién xam nhap. Dic
biét, mo hinh Rimg ngiu nhién (Random Forest) cho thay hiéu suit vuot troi trong
viéc dat dugc do chinh xac cao va kha nang xur 1y tot v6i cac dic trung phuc tap cua
dir liéu mang. Nghién ctru nay cung cip mot ci nhin tong quan vé tiém ning ctia cac
ky thudt hoc may trong viéc xay dung cac hé thong IDS tu dong va hiéu qua, dong
g0p vao viéc nang cao kha ning phong thu cho cac hé thdng mang hién dai. Cac két
qua thu duoc c6 thé duogc sir dung 1am co s dé phat trién va trién khai cac hé thong
nhan dang xam nhap thuc té.
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an ninh mang, nhan dang
xam nhap, hoc may, rirng
ngiu nhién, hdi quy
logistic.

1. Giéi thiéu

Su phat trién nhanh chéng cua cong nghé thong tin va
mang may tinh da mang lai nhiéu tién ich cho xa hoi
hién dai, dong thoi ciing kéo theo su gia ting dang ké
ctia cac mdi de doa an ninh mang. Cac cudc tn cong
mang ngdy cang tinh vi va thuong xuyén hon, giy ton
that 1on vé dix liu, tai chinh, uy tin cho cac c4 nhan
cling nhu doanh nghiép. Trong bdi canh do6, viéc phat
trién cac hé théng nhan dang xAm nhap mang (Intrusion
Detection Systems — IDS) hiéu qua tr¢ thanh mot yéu
cau cip thiét trong chién luoc dam bao an toan thong
tin mang

Céac IDS truyén théng dua trén ddu hiéu nhin dang
(signature-based) co6 hi€u qua trong vi¢c phat hién cac
tan cong da biét, nhung gap nhiéu han ché khi phai doi
mit véi cac hinh thuce tin cong moi, chua dugc biét
trude [1]. Bé khic phuc diém yéu nay, cac ki thuat hoc
may (machine learning — ML) da dugc van dung vao
linh vic an ninh mang nham xay dung cac h¢ thong IDS
thong minh, c6 kha nang hoc va thich nghi tir dir liéu,
ddng thoi phat hién nhitng hanh vi bit thuong tiém an
trong luu lugng mang (traffic) ra vao hé thong,

D3i ¢ nhiu nghién ciru 4p dung hoc may trong nhan
dang xam nhap mang. Tuy nhién, cau héi vé viéc lua
chon mo hinh hoc may nao la t81 wu van chua c6 ciu tra
161 thdng nhat. M&i mé hinh hoc may c6 nhimng wu va
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nhuoc diém riéng, anh huéng dén hiéu suat phan loai,
nhan dang, kha ning tong quat hoa, chi phi tinh toan va
thoi gian xt ly. Do d6, viéc danh gia va so sanh hiéu
sut ciia cac md hinh hoc may trén cing mot bo dir licu
chudn 1a can thiét, nhdm dua ra nhitng goi ¥ phu hop
cho viéc trién khai IDS trong thuc té.

Trong nghién ctu nay, chung téi st dung mot tap di
liéu nhan dang xam nhap da duoc gan nhan dé tién hanh
huén luyén va danh gia bang nhiéu mo hinh hoc may,
bao gbébm: Gaussian Naive Bayes, Decision Tree,
Random Forest, Logistic Regression, Support Vector
Machine, Gradient Boosting Classifier [3] va ANN
Multi-layer Perceptron [4]. So sanh va danh gia hi¢u
suit ciia cac md hinh dwogc dua trén nhiéu chi sé nhu:
d6 chinh xac, do nhay, thoi gian huan luyén va kiém thir
cung voi cac chi s Fl-score, AUC-ROC. Két qua
nghién ctru nham cung cip goc nhin toan dién vé wu
diém, nhugc diém cua timg mé hinh, tir d6 dé xuit lya
chon phut hop cho viée xdy dung hé thong IDS hiéu qua
va kha thi.

2. Dir liéu va tién xir ly dir liéu

2.1. Mo ta tap dir liéu nhian dang xAm nhip mang
Nghién ctru sir dung mot tap dir liéu nhan dang xam
nhap mang dugc cong bd cong khai, bao gdm gin nam
trim nghin mau ghi lai cdc thong tin ctia luu luong
mang. Téap dir liéu nay dugc thu thap trong thoi diém hé
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thong mang dang bi nhiéu hinh thirc tin cong cing lic.
Mbi mau trong tap dir liéu dai dién cho mot phién két
nbi v6i cac dic trung ky thuat chi tiét va dugce gan nhan
“binh thudong” (normal) cho nhing phién két nbi ciia
ngudi dung thong thuong va nhdn “bat thuong”
(abnormal) cho nhiing phién két ndi tin cong mang.
Tap dit liéu bao gém 42 dac trung, chia thanh cac nhém
chinh:

- Nhoém Théng tin két noi: gom céac didc trung biéu thi
trang thai va loai hinh két ndi mang nhu: thoi gian két
ndi, loai giao thuc (protocol_type), dich vu duoc truy
cap (service), co diéu khién (flag).

- Nhém Bdc trung hanh vi: gom cac dic trung biéu
thi loai yéu cau xu ly, ra quét mang, khai thac yéu diém
ctia giao thirc mang, tan céng xam nhap nhu: s6 1an truy
cap dén muc tiéu (dst_host_count, srv_count), ty 1¢ két
ndi 15i (serror_rate, rerror_rate).

- Nhém Thong ké dinh hwong: gdm céac dic trung biéu
thi chi s6 thong ké nhu: sd lan dang nhap thét bai
(Igerror), sb doan bi phan manh (frag_seg), s6 byte
truyén (sbytes), sé byte nhan (rbytes). ..

Céac mau dit lidu gan nhan “bdt thirong” khi chung co
nhitng ddc trung dugc nhan dang va phan loai cac dang
tan cong mang dién hinh nhu:

- DoS (Denial-of-Service): tin cong tir chéi dich vu.

- Probe: Quét mang va thu thap thdng tin.

- R2L (Remote-to-Local): ké tan cong tir bén ngoai c6
gang xam nhap trai phép hé thng.

- U2R (User-to-Root): ké tan céng da c6 quyen truy
cap va cb ging leo thang dic quyén.

Phén tich so bd cho thdy mot s gia tri dic trung trong
tap dit lidu co phan bd mat can bang manh, anh huong
dén qua trinh huan luyén va phan loai. Hai dic trung
sau day thé hién rd sy mat can bang dé:

- Loai (rng dung ngudn tai phia ngudi dung: cac phién
két ndi tir loai tng dung tan cdng XAm nhap nhu: smurt,
neptune... chiém ty trong rat cao so véi nhitng ung
dung binh thuong (Hinh 1).

- Hinh thirc tan cdng mang: c6 su chénh léch Ion gitra
céc phién két ndi véi muc dich tan cong mang so Vi
phién binh thuong, trong d6 phién tan cong DoS chiém
ty I& I6n nhét (Hinh 2).

Dé huin luyén va danh gia chinh xac hon, tap dit liéu
nay can duoc tién xir Iy va lya chon chi sb d4anh gia
phu hop.
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Hinh 2. Théng ké cac hinh tdn cong mang

2.2. Tién xir Iy dir liéu

Nham dam bao d6 chinh xac va tinh kha dung cho céac
mo hinh hoc may, tép dir liéu nhan dang xdm nhap mang
duoc tién xir Iy [5] qua cac budce sau:

2.2.1. Ma hoa cac dic trung phan loai

Ba cot phan loai gdm protocol_type, service va flag c6
dang chudi vin ban, cin dwoc chuyén dbi sang dang sb
bang k¥ thuat Ma hoa nhan (Label Encoding). Viée xir
1y nay gitp mo hinh hoc may xur 1y cac thudc tinh phan
loai nhu dang s6, ddng thoi giit nguyén dugc thong tin
dinh danh.

Mot s6 gia tri dugc chiing t61 Ma héa nhan:

SF’: 0, 'S0":1, 'RE]’: 2, 'RSTR': 3, 'RSTO’: 4, 'SH':

'S1":6,'S2": 7,"RST0OS0": 8,'S3": 9,"0TH": 10
2.2.2. Chuén hoa dir liéu
Nhiing dac trung dinh luong c6 don vi va thang gia tri
khac nhau dugc chuan hoa vé cling mién gia tri (0-1)
bang phép bién dbi Min-Max Scaling. Diéu nay gitp
tang toc d6 hoi tu va tranh hién twong mo hinh bj chi
phéi boi dic trung co gia trj 10n.
Phép bién ddi Min-Max Scaling duoc tinh theo cong
thuc (1)
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X—=Xmi
x' = min 1
Xmax~Xmin ( )

Trong do:

- x'1a gia tri da dwoc chuan hoa.

- x lagiatri gbc cua dic trung.

- Xmin 12 gia tri nho nhét cia dic trung trong tap dir
liéu.

- Xmax 1a gi& tri 16n nhat ciia dic trung trong tap dir liéu
2.2.3. Kiém tra va xir Iy mit cin bang dir liéu

Do sy chénh 1éch manh giira cac 16p (vi du: tan cong
U2R va R2L rat hiém), nghién ctru can nhéc str dung
cac ky thudt nhuw SMOTE (Synthetic Minority Over-
sampling Technique) [6] dé ting s6 lwong mau cho 16p
thiéu sd (minority class). Cung véi d6 1a st dung k¥
thuat Under-sampling dé giam s6 luong mau cua 16p da
sO (majority class). Qua trinh xir Iy ndy nham giam mat
can bang cla cac 16p ma khong 1am sai 1éch do chinh
xéc trong qua trinh huan luyén mé hinh.

2.2.4. Kiém tra twong quan va giam chiéu dir liéu
Phan tich tuong quan dit liéu (data correlation analysis)
dugce thue hién dé xac dinh cac cap dac trung c6 tuong
quan qué cao (16n hon |0,9]). Nhitng dac trung xay ra
hién tugng da cong tuyén (multicollinearity) rd rét thi
mot trong céc dac trung do6 s€ duoc loai bo dé tranh du
thira thong tin va cai thié€n hiéu qua mé hinh.
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Hinh 3. Biéu d6 twong quan cac dic trung trong tap
dir licu

Dua vao biéu dd thé hién tuong quan cac dic trung
trong tap dir li€u (Hinh 3), chung t6i loai bd cac dic
trung xay ra hién tuong da cong tuyén (mau nhat nhat)
va cac dic trung c6 tuong quan rat thip (mau ddm nhat)
v6i bién muc tiéu. C6 09 dic trung loai bé gom:
Srv_serror_rate, Srv_rerror_rate,
num_root.dst_host srv_serror_rate,
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dst_host rerror rate, dst_host same srv_rate,
dst_host _serror_rate, dst_host srv_rerror_rate.

Tap dir liéu gidm con 33 déc trung.

3. Chon mé hinh huin luyén va Chi sé danh gia, so
sanh

3.1. Chogn cac mé hinh hoc may

Sau khi hoan tat budc tién xu 1y, tap dit liéu dugc chia
thanh 2 phan: tap huan luyén (70 %) va tap kiém thir
(30 %), dam bao cac 16p duge phan bd dong déu. Trong
mot s thir nghiém, dir liéu con dugc chia béng cach gitr
ti 1¢ tuong tmg véi timg loai tn cong dé tranh mat can
bang.

Sau khi hoan tat budc tién xur 1y, tap dir liéu duge chia
thanh 2 phan: tap huin luyén (70 %) va tip kiém thir
(30 %), dam bao cac 16p duge phan bd dong déu. Trong
mot s6 thir nghiém, dir liéu con dugc chia béng cach gilr
ti 16 tvong tmg vé6i timg loai tn cong dé tranh mit can
bang. Cac md hinh hoc may duoc chon trong nghién
ctru nay bao goém:

1) Gaussian Naive Bayes (GNB): md hinh don gian véi
gia dinh phan phdi chudn, phii hop véi bai toan nhanh
va tuyén tinh.

2) Decision Tree (DT): mo hinh phan tach dir liéu dua
trén thudc tinh, dé giai thich nhung dé bi qua khép.

3) Random Forest (RF): md hinh tap hop nhiéu ciy
quyét dinh nham ting do chinh xéac va tinh khai quat.
4) Logistic Regression (LR): mé hinh tuyén tinh ding
cho phan loai nhi phéan.

5) Support Vector Machine (SVM): mo hinh xac dinh
siéu phang (hyperplane) nham t6i wu phén loai hai 16p
di ligu.

6) Gradient Boosting Classifier (GBC): mo6 hinh tang
cudng tudn tu gitp t6i wu hoa hiéu suat phan loai.

7) Multi-layer Perceptron (MLP): mé hinh mang no-
ron nhén tao nhiéu ting giup hoc cac dic trung phrc tap
va la nén tang cho hoc may sau (deep-learning) [7].
Toan bd qua trinh huén luyén dua trén 07 mo hinh hoc
may trén dugc thuc hién trén ciung mot moi trudng tinh
toan dé dam bao tinh déng nhéat vé diéu kién thuc
nghiém. Hau hét cac mo hinh duge thiét lap véi tham
s6 mic dinh trong thu vién Scikit-learn. Riéng ddi véi
md hinh MLP, chung t6i xay dung mot tang an (hidden
layer) v6i sb lugng neuron dugc diéu chinh thir nghiém.
MLP duogc huin luyén ba‘ing thu vién Keras voi thuat
toan tdi wu Adam va ham mat mat Binary Cross-
entropy.

3.2. Cac chi s6 danh gid mé hinh

Dé do ludng hidu qua cia cac mo hinh hoc may duoc
trién khai trong nhan dang xdm nhap mang, nghién ciru
str dung mot hé théng céc chi sé danh gia da chiéu, bao
gém do chinh xac phan logi, hi¢u sudt tinh todn va mirc
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dé tong qudt héa mé hinh. Céac chi sd danh gia nay
khong chi giup xac dinh kha nang phan loai giita cac
phién két ndi binh thuong va bat thudng, ma con danh
gia mirc d9 phu hop cua tirng mo hinh trong méi truong
thuc té yéu cau tinh 6n dinh, nhanh va chinh xac.

Hiéu suat md hinh dugc danh gia bang cac chi sb sau:
- Thoi gian huan luyén (Training Time): 1a khoang
thoi gian can thiét dé mé hinh hoc tir tap di liéu huan
luyén. Panh gia kha ning md rong va tinh thyuc tién khi
trién khai.

- Thoi gian kiém thir (Testing Time): 1a khoang thoi
gian can d&& md hinh phan loai toan bo tap kiém thr,
phan &nh toc do du doan va tinh kha dung trong mai
truong thoi gian thuc.

- Do chinh xac (Accuracy): la thudc do phan anh kha
nang nhan dién chinh xac 16p “binh thuong” va “bét
thuong” 1a chi s6 do mirc d6 chinh xéc cua mé hinh.
Nghién ctru nay danh gia B¢ chinh xéac cho 2 qua trinh:
Do chinh xé4c trong huan luyén (Training Accuracy) va
Do chinh xéc trong kiém thir (Testing Accuracy).

- Piém F1 (F1-score): chi s danh gia do tin cay cua
chi sé Accuracy khi huan luyén mé hinh trén tap dit liéu
méat can bang.

- AUC-ROC (Area Under Curve - Receiver
Operating Characteristic): Biéu di&n kha ning ctia mo
hinh trong viéc phén biét hai I6p thong qua duong cong
ROC. Dién tich duéi duong cong cang Ién, kha nang
phan biét cang tét.

Chi s6 Do chinh xac (4ccuracy) tinh bang ty 1& phan
tram cta s mau duge mo hinh du doan “bdt thuong”
trén tong s6 mau “bat thirong” trong tap dir lidu (cong
thirc 2)

TP + TN
Accuracy =

TP R TN ¥ FP T N @)
Trong do6:
- TP (True Positives): s6 mau dy doan “bat thuong”
Ia chinh x&c.
- TN (True Negatives): s6 mau du doan 1a “bat
thuong” nhung thuc té 1a “binh thuong”.
- FP (False Positives): s6 mau “bat thudng” mé hinh
du doan sai.
- FN (False Negatives): s6 mau “binh thuong” mé
hinh du doan sai.
Khi huén luyén trén dit liéu mit can bang, do tin cay
cta chi s& Accuracy s& giam di do cic md hinh co
khuynh huéng gia ting sé luong miu du doan “bat
thuong”, ké ca nhirng mau “binh thuong”. Chi sé F1-
score danh gia diém tin cdy cta chi s Accuracy bang
cach tinh trung binh diéu hoa giira d6 chinh xac
(precision) va d0 nhay (recall).

Precision X Recall

F1=2X———""" )

Precision + Recall

Trong do:
- Precision: ti I¢ giita cac mau du doan “bét thuong”
la chinh xé&c (TP) trén tong s6 mau “bat thuong” trong
tap di liéu (TP + FP).
- Recall: ti 1¢ giita cAc mau du doan “bat thuong” 1a
chinh xac (TP) trén tong sé mau ma mé hinh du doan 1a
“bat thuong” (TP + FN).
3.3. Cac tiéu chi so sanh
Cac mo hinh duoc so sanh dya trén 4 tiéu chi:
1) So sanh DG chinh xdc tuyét doi: kiém tra kha ning
tong quat hoa bang cach ddi chiéu két qua huan luyén
va kiém thir.
2) So sanh Tinh on dinh mé hinh: danh gia d6 chénh
1éch gitra accuracy huén luyén va kiém thir dé nhan biét
hién tuong qua khop.
3) So sanh Hiéu sudt tinh todn: so sanh thoi gian huin
luyén va kiém thir #& can nhéc tinh kha thi trién khai.
4) So sanh Hiéu nang trén dir liéu mat can bang: F1-
score va AUC dugc ding dé dam bao md hinh khong
thién 1éch theo 16p chiém wu thé.
TAt ca cac danh gia dugc tinh toan voi su hd trg cua thu
vién Scikit-learn, Keras (d6i vdi ANN), va duoc tong
hop dinh luong trong bang két qua dé dé so sanh.
4. Két qua huin luyén va Kkiém thir
Két qua qua trinh huin luyén va kiém thir trén 07 mo
hinh hoc may, dugc trinh bay duéi dang bang va biéu
d6 dudi day:

Bang 1. Tong hop két qua thuc nghiém cac mé hinh

sau qua trinh huan luyén va kiém thir:

Do bo
Thoi Thoi * : o
gian gian chinh | chinh | Piém
p 2 A A F1
Mé hinh | hufn | kidm | ¢ | *a¢

huin | kiém | (F1-
luyén | thir | score)
(%) | ()

luyén | thi
(gidy) | (gidy)

Gaussian
Naive Bayes
(GNB)
Decision
Tree (DT)
Random
Forest (RF)
Logistic
Regression 56,67 0,02 | 98,85 | 98,85 | 0,81
(LR)
Support
Vector 1 156,96 | 32,73 | 99,38 | 99,38 | 0,95
Machine
(SVM)
Gradient
Boosting
(GB)
Multi-layer
Perceptron
(MLP)

1,05 | 0,79 | 87,45 | 87,40 | 0,67

1,51 | 0,11 | 98,66 | 98,65 | 0,86

11,45 | 0,61 | 99,51 | 99,47 | 0,95

446,69 | 1,41 99,27 | 99,27 | 0,94

605,75 | 1,73 | 99,41 | 99,49 | 0,95
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Dir liéu két qua thyc nghiém duoc 1ap thanh 2 biéu do
nham tryc quan cho dénh gia va thao luan.

- Mot biéu @6 so sanh hiéu suat thoi gian huan luyén
(cot 1) va kiém thir (cot 2) gitra cac m6 hinh (Hinh 4).
- Mot biéu db so sanh d6 chinh xéac khi huan luyén
(cot 1), do chinh xac kiém ther (cot 2) va diém F1 (cot
3) cua cdc mo hinh (Hinh 5).

| Thai gian hudn luyén va kiém thir cia
10°

e Training Time

willl

Mé hinh

(qidy)
g

Thai gian
g

Hinh 4. So sanh hiéu sut thoi gian giita cac mo hinh
hoc may.

So sanh hiéu sust cac mé hinh hoc may

&0

Hinh 5. So sanh d6 chinh xac va diém F1 cac md hinh
hoc may.
Tir két qua thuc nghiém trén, ching t6i dua ra nhiing
nhan xét so bd nhu sau:
- C&c mo hinh phuc tap nhu Random Forest (RF),
Gradient Boosting (GB) va Multi-layer Perceptron
(MLP) dat @6 chinh xac va F1-score cao vuot trdi, vuot
ngudng 99 % vé do chinh xac kiém thir va trén 94 % vé
F1-score. Tuy nhién, chiing doi hoi thoi gian huan luyén
dai hon dang ké, dic biét 1a MLP voi thoi gian hudn
luyén 1én dén 605,75 giay.
- Nguoc lai, cAc mo hinh don gian nhu Naive Bayes
(NB) hay Decision Tree (DT) c6 thoi gian huén luyén
va kiém thir ngan, nhung hiéu qua nhan dang thap hon
dang ké, dic biét voi NB chi dat 87,40 % do chinh xéac
va 67 % F1-score trong kiém thir.
5. Thio luin két qua
Két qua thuc nghiém cho thiy sy danh dbi giita d6 chinh
xac va chi phi tinh toan khi lya chon m6 hinh hoc may
cho bai toan phat hién xdm nhap mang. Chiang t6i dua
ra mot s6 nhan xét sau:
- V& hiéu suat md hinh: cac mé hinh c6 d6 chinh xac
cao nhu RF, GB va MLP thé hién kha ning hoc dic
trung phuc tap va tong quat hoa tét trén tap kiém thu.
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Trong d6, MLP dat d6 chinh xac kiém thir cao nhét
(99,49 %) va Fl-score dat 95,0 %, cho thiy kha ning
nhan dién tot ca&c mau tin cong va binh thuong.

- Vé chi phi tinh toén: cac md hinh c6 hiéu suat cao s&
di kém véi chi phi huan luyén dang ké. MLP va GB c6
thoi gian huan luyén rat 16n (trén 400 gidy), diéu nay
can can nhac néu trién khai trong méi truong thoi gian
thuc hoac tai nguyén tinh toan han ché.

- Vé su 6n dinh cta do chinh xac: cac mé hinh DT,
LR, SVM, GB ¢4 chénh léch d6 chinh xéc giira tap huan
luyén va kiém thir gan nhu bang 0, cho thay tinh 6n dinh
ctia cac md hinh nay rat cao. Trong khi d6, MLP lai ¢6
chénh léch do chinh xéac I6n nhat (0,08 %) cho thay md
hinh nay tiém 4n nguy co overfitting. Can tinh chinh md
hinh téi wu hon.

- Vé su 6n dinh cua tinh tin cay: Diém F1-score danh
gid muc tin cay cua do chinh xac. Chénh léch gitra F1-
score véi Accuracy cang I6n thi mé hinh cang bo sot
cac mau tan coéng nhiéu hon. Cac mé hinh nhu RF,
SVM, GB, MLP c6 chénh léch gitra Accuracy va F1-
score kha nho, kha ning nhan dang mau tin cong 1a on
dinh va dang tin cay. Nguoc lai, NB va LR ¢6 d6 chénh
kha cao (17-20) %, chtng to hiéu suat nhan dién tan
cong kém dang ké, anh huong nghiém trong khi trién
khai thyc té.

- Sy danh ddi giira tinh don gian va hiéu qua: DT va
LR mang lai hiéu suét tot & mirc co ban (trén 98,6 % do
chinh x4c), ddng thoi 6 thoi gian huan luyén ngan, phu
hop cho céc hé thdng nhe hoic c6 yéu ciu thoi gian dap
ung nhanh.

- Mb hinh NB thé hién hiéu suat thap hon dang ké, ca
vé d6 chinh xac va F1-score, cho thiy gia dinh doc lap
giira c4c thudc tinh dau vao 1a khéng phi hop véi dic
trung phuc tap caa dit liéu xam nhap mang.

Téng két lai, lva chon mé hinh trién khai thuc t& can
dua trén muc tiéu cu thé cua hé théng:

- Néu vu tién d6 chinh xéc ti da va c6 nang lyc tinh
toan manh thi chon cac mé hinh nhu Gradient Boosting,
Multi-layer Perceptron la phu hop.

- Néu can do chinh xac t6i da nhung ning lyc tinh
toan khéng cao thi nén chon mé hinh RF, SVM.

- Vi cac ung dung thoi gian thuc yéu cau nhe vé tai
nguyén, DT hoac LR la nhitng lwa chon hiéu qua.

- M& hinh GNB khoéng phu hgp cho nhan dang xam
nhap.

6. Két luin, han ché va hwéng phat trién

Nghién ciru nay da tién hanh d4nh gia hiéu suat ciia bay
mod hinh hoc may trén bai toan nhan dang xam nhap
mang. Két qua thuc nghiém cho thdy cdc mo hinh ANN,
RF va GB c6 kha nang phan loai rit tt voi do chinh xac
trén 99,7 %, trong khi GNB ¢6 hi¢u sudt théip hon 0 rét.
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Su chénh léch vé thoi gian xir Iy va do chinh xéc giita
cac mo hinh phan anh riang khong c6 lya chon téi vu
tuyét d6i, ma can can nhéc tiiy theo muc tiéu tmg dung
cu thé.

Han ché cuia nghién ciru:

- V& pham vi dir liéu: nghién ctu sir dung tap di liéu
chi bao gém cac hinh thuc tan céng mang truyén thong
nhu DoS, Probe, R2L, U2R... Thiéu dit ligu caa mot s6
Kiéu tin cdng mang mai phat sinh ngay nay nhu: tan
cong APT (Advanced Persistent Threats), khai thac 15
hong bao mat (vulnerability exploit).

- V& thiét Iap mé hinh: ngoai trir md hinh ANN-MLP,
cac mo hinh con lai trong nghién cau duoc thiét lap
tham s6 mic dinh, chua c6 thyuc hién tdi wu siéu tham
s6 (hyperparameter tuning) dé tim cu hinh tét nhat.
Cac mod hinh hoc sau tién tién hon nhu LSTM,
Autoencoder ciing khong dugc st dung trong nghién
ctru nay do doi hoi cao vé tai nguyén tinh toan, tinh kha
dung thap véi cac hé thong nhan dang va ngin chin xam
nhap (IDS/IPS) nho lé.

Hudng phat trién tiép theo ctia nghién ciru c6 thé bao
gom:

Tai liéu tham khao

- Mo rong sang cac mod hinh hoc sau (deep learning)
phtic tap hon, nhu LSTM hodc Autoencoder, dé khai
thac cau trlic tuan ty trong luu lugng mang.

- Ap dung céc k¥ thuat phat hién bat thuong (anomaly
detection) trén tap dir liéu khdng gan nhan
(unsupervised learning).

- T6i wu héa md hinh bang hoc ban gidm sat dé tan
dung phan 16n dit liéu chua duoc phan loai trong thuc
té.

- Tich hop mé hinh vao hé théng IDS thoi gian thuc
va kiém nghiém trén dix liéu mang thuc té.

- Tién hanh t6i vu hoa siéu tham s (hyperparameter
tuning) cho cac mé hinh dé dat duoc hiéu suat téi uu
hon.

- Danh gi& kha nang ma rong va chi phi tinh toan khi
trién khai cac md hinh & quy mé I16n.

Loi cam on

Chung tdi xin cam on Truong DPai hoc Nguyén Tat
Thanh, Thanh phé H6 Chi Minh da hd tro cho nghién
cau nay.
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Preprocessing: A Complete Examples.

Evaluating the performance of machine learning models for network

intrusion detection
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Abstract Cybersecurity is becoming increasingly important for information systems. The development of automated
systems capable of detecting and classifying malicious activities is essential. This study focuses on testing and
evaluating the performance of machine learning models used to detect cyber-attacks, improving the effectiveness of
intrusion detection systems (IDS). The models are trained and evaluated on a standard network intrusion dataset,
with the goal of classifying normal and attack network traffic. The experimental results demonstrate that each model
has its own advantages and limitations in intrusion detection. In particular, the Random Forest overperforms other
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models by achieving high accuracy and handling complex network data features well. This study provides an
overview of the potential of machine learning techniques in building automated and efficient IDS systems,
contributing to improving the defense capabilities of modern network systems. The obtained results can be used as a
basis for developing and implementing practical intrusion recognition systems.

Keywords cybersecurity, intrusion detection, machine learning, random forest, logistic regression
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