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Tom tat
Nghién ciru nay trinh bay viéc phat trién mot hé thong xac thyc khuén mat da camera
nham nang cao hiéu qua quan 1y diém danh cho nhéan vién va sinh vién. Hé thong tich
hop cac cong nghé phat hién, nhan dién va theo ddi khudn mat tién tién, sir dung mo
hinh Multi-task Cascaded Convolutional Neural Network dé phat hién khuoén mat,
FaceNet dé trich xuét dic trung va do tuong dong cosine dé xac minh danh tinh. Puoc
trién khai bang Python v&i OpenCV, TensorFlow va SQLite, hé théng hd tro xur Iy
thoi gian thyc trén nhiéu ludng camera, phat hién khudn mit tring lap va luu trir dir
lidu an toan v&i ma hoa. Thi nghiém trong méi truong kiém soat cho thay do chinh
xac nhan dién dat 95,8 % trong diéu kién tdi wu, v6i hiéu suét 6n dinh trong cac tinh
hudng anh sang va che khuét khac nhau. Kién trac mo-dun ctia hé théng cho phép mo
rong va thich nghi vdi cac nhu ciu t6 chirc khac nhau. Nhitng déng gop chinh bao
gdm tich hop ghi log diém danh, canh béo thoi gian thuc cho khudén mit tring lp va
giao dién than thién cho cac tac vu quan ly. Nghién ctru nay thiic ddy cac hé thong
diém danh tu dong bﬁng cach cai thién d6 tin cdy, bao méat va hiéu qua van hanh.
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1. Pit van dé

Quan 1y diém danh ty dong di tré' thanh mot nhu cau
thiét yéu trong cac co sé gido duc va noi lam viéc, dugc
thac day boi yéu cau vé hidu qua, do chinh xac va bao
mat. Cac phuong phap truyén théng nhu diém danh thu
cong hodc sir dung thé RFID gip phai nhiéu han ché,
bao gom sai st do con ngudi, mat thoi gian va nguy co
gian 14n diém danh [1]. Nhirng tién bo gan diy trong
linh vuc thi giac may tinh va hoc sau da cho phép cac
hé thong xac thuc khudn mit khic phuc nhimng thach
thirc nay, cung cip giai phap khong xam lan, c6 thé mé
rong va dang tin cay [2]. Cong nghé nhan dién khudn
mit tin dung cac dic diém khuén mat doc dédo dé xac
minh danh tinh, phu hop cho cac ung dung thoi gian
thuc trong moi truong dong.

Tuy nhién, cac hé théng xac thuc khuén mat hién tai
van doi mat voi nhiéu thach thirc, chéng han nhu che
khuat, diéu kién anh sang thay ddi va yéu cau xir ly
nhiéu ca nhan d(‘Sng thoi tai cac vi tri khac nhau [3].
Ngoai ra, viéc dam bao bao mat dir liéu va ngan chan
truy cap trai phép 1a yéu t6 quan trong trong méi trudng
t6 chirc. Nghién ciru ndy nham phat trién mot hé thong
xéc thuc khudén mat da camera dé giai quyét cac thach
thirc ndy bang cach tich hop céac thuét toan phat hién,
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nhén dién va theo doi khuén mat manh meé véi kha nang
quan ly dir li€u an toan va xu 1y thoi gian thuc.

Heé thdng tap trung vao hai truong hop sir dung chinh:
quan Iy thoi gian 1am viéc cua nhan vién va diém danh
sinh vién trong cac co sé gido duc. Muc ti€u ctia nghién
ctru bao goém:

e Thiét ké mot hé thong co kha nang mé rong dé xir 1y
nhiéu ludng camera trong thoi gian thuc.

e Trién khai céac thuat toan nhan dién khudn mat tién
tién dé dat d6 chinh xé4c cao trong cac diéu kién da dang.
e Tich hop cac bién phap bao mat dé bao vé dir liéu.
e Cung cip mdt giao dién than thién v6i nguoi ding
cho cac tac vu quan 1y.

Nghién ciru duge thuc hién tai Trudng Pai hoc Nguyén
Tat Thanh tir cudi thang 3 nam 2025 dén thang 6 nim
2025.

2. Phuong phap nghién ctru

Nghién ciru str dung phuong phap thuc nghiém dé phat
trién va danh gia hé théng xac thuc khudén mat da
camera. Cac cong cu chinh bao gdom Python 3.10,
OpenCV (xur ly video), TensorFlow (mé hinh hoc sau
Multi-task Cascaded Convolutional Neural Network —
MTCNN va FaceNet), va SQLite (quan ly dir liu). Thi
nghiém dugc thiét 1ap gdm bdn camera USB (1920 x
1080) va mot camera IP (ludng RTSP). Chi tiéu theo
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doi bao gém d6 chinh xac nhan dién (ty 1€ nhan dién
dung) va tbc do xtr Iy (FPS). Dit liéu dwoc thu thap tir
150 ca nhan (50 nhén vién, 100 sinh vién), xir Iy bang
k¥ thuat ting cudng dir liéu (data augmentation) dé mo
phong cac didu kién anh sang va goc do khac nhau. Quy
trinh nghién ciru bao gom thiét ké kién trac hé thong,
trién khai thuét toan, thir nghiém trong cac kich ban anh
sang va che khuét, va phan tich két qua dua trén s6 lidu
thuc nghiém.

2.1. Kién tric h¢ théng

Hé théng dugc xay dung trén mot kién triic mo-dun
gém bon thanh phﬁn chinh: quéan 1y camera, nhan dién
khuén mat, quan ly co sé dir li€u va giao dién nguoi
dung. Hinh 1 minh hoa kién trtc va quy trinh lam viéc
ctia hé thong.
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Hinh 1. Kién trac hé théng xac thuc khuén mat da
camera

Moé-dun quan 1y camera xir 1y nhiéu ludng video tir
camera USB, camera IP va tép video, st dung OpenCV
dé thu nhan khung hinh va ONVIF dé tich hop camera
IP. M6-dun nhén dién khuén mat sir dung MTCNN dé
phat hién khudn mat, FaceNet dé trich xuét dic trung
va do twong dong cosine dé so khdp danh tinh. Md-dun
co so dit liéu duoc trién khai v6i SQLite dung luu tri
hd so nhan vién va sinh vién, nhat ky diém danh va cdu
hinh camera, véi dir liéu duwoc ma hoa b?mg thuat toan
Fernet. Giao dién nguoi ding, dugce phét trién bang
Tkinter va Streamlit, cung cap hién thi camera thoi gian
thuc, bao cao diém danh va cac cong cu quan Ly. Hinh
2 thé hién quy trinh nhan dién khuon mat.
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Hinh 2. So d6 quy trinh xéac thuc khudn mat
2.2. Quy trinh nhan dién khuén mit
Quy trinh nhén dién khuoén mat bao g6m ba giai doan:
phat hién, trich xuét dic trung va so khop.
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Hinh 3. So d6 khéi quy trinh nhan dién khu6n mat
e Phat hién khudén mat: mé hinh hoc sau MTCNN
duoc str dung dé phat hién khuon mat trong mdi khung
hinh. N6 xuit ra ving anh chtra khuén mat (ROI) va
diém tin cdy, v6i ngudng tin cdy t6i thidu 1a 0,7 dé loai
b6 cac két qua sai. Qua trinh phat hién duoc téi vu hoa
bang cach thu nho khung hinh xudng (120 x 90) pixel
dé tang toc do xur ly.
o Trich xut dic trung: cac khudn mat dugc phat hién
dugc thu nho vé kich thude (160 x 160) pixel va dua
vao md hinh FaceNet nhim tao ra cac vector dic trung
512 chiéu dai dién cho cac dic diém khuon mat. Cac
dic trung nay c6 kha nang chdng chiu voi cac bién doi
vé tu thé, anh sang va biéu cam [4].
e So khop: cac dic trung dugc so sanh bang do tuong
déng cosine, dugc dinh nghia nhu sau:

AB
llAllBll 0
trong d6 A va B 1a cac vector dac trung ctia khuon mat.

Cosine Similarity(A,B) =

Cosine Distance = 1 — Cosine Similarity(A, B) (2)
Nguong 0,6 dugc sir dung dé xéac dinh su khép, voi
khoéang cach nho hon cho thiy d6 twong dong cao hon.
Do tin cay (confidence) dugc tinh nhu:

Confidence = 1 — Cosine Distance 3)
2.3. Theo d6i khuén mat

bé giam tai tinh toan, hé théng str dung thuat toan theo
ddi KCF (Kernelized Correlation Filter) dé theo ddi cac
khuén mat da duoc phat hién qua cac khung hinh lién
tiép. Viéc theo doi dugc khoi tao khi phat hién khuon
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mat va tiép tuc cho dén khi bo theo ddi thit bai hodc can
phat hién lai (mdi 60 khung hinh).

e Uu diém cua KCF: hiéu qua tinh toan cao, phu hop
cho xir 1y thoi gian thyc trén phan cimg thir nghiém cua
chung t6i (CPU Intel Core i7-10700, GPU NVIDIA
GTX 1660). KCF str dung bd loc tuong quan dé theo
ddi cac khuén mat da dugce phat hién, gitip gidm tai cho
mo-dun phat hién khuén mit (MTCNN), tir d6 ting tbc
d6 xir 1y 1én dén 10 FPS & d6 phan giai (640 x 480).
e Han ché cia KCF: c6 thé gap kho khéan khi khuén
mit bi che khuit nhiéu (vi du: deo khéu trang che hon
50 % khuén mat) hodc khi goc nhin thay doi dot ngot
(vi du: quay dau nhanh hon 45 d¢ trong 1 gidy). Trong
cac trudng hop nay, bo theo ddi co thé tht bai, yéu cau
hé thong kich hoat lai MTCNN dé phat hién lai khuon
mit, lam ting thoi gian xir Iy khoang. (0,2-0,3) gidy mdi
lan.

e Hudng cai tién: chung toi da dé xut trong phan Két
luan rﬁng cac thuat toan theo doi hién dai hon, nhu
DeepSORT hoic FairMOT, c6 thé dugc tich hop trong
tuong lai dé cai thién do bén trong cac kich ban phirc
tap.

2.4. Bdo mit dir liéu

bac trung khuén mit cua nhan vién va sinh vién duogc
mé hoa bang thuat toan ma hoa ddi ximg Fernet trudc
khi Iuu vao co sé dit liéu SQLite. Khoa ma hoa la mét
chudi 32 byte ma hoa base64 an toan URL. Mat khau
cho xéc thuc nguoi ding duge bam bang SHA-256 dé
tranh luu trir dang van ban thuan.

e M3 hoa mit khau bang SHA-256
hashed_password =

SHA256(password. encode()) 4)
e M3 hoa Embedding bang Fernet
encrypted_embedding =
Fernet(key).encrypt(embedding.tobytes()) (5)

decryptedembedding =

np. frombuf fer(Fernet(key).decrypt(encrypted_data)

np. float32) (6)
e Ma3 hoa Base64 cho anh

base64_string =
base64.b64encode(image_bytes).decode()  (7)
2.5. Thiét 1ap thi nghi¢m

Hé théng duoc thir nghiém trong méi truong ¢ kiém
so4t bao gom:

e Phén cimg: may tram véi CPU Intel Core i7-10700,
RAM 16 GB va GPU NVIDIA GTX 1660.

e Camera: bén camera USB (d6 phan giai (1920 X
1080) va mot camera IP (luong RTSP).

e Dit lidu ding ky: thu thap anh khuén mit gdbm 50
nhan vién va 100 sinh vién, mdi ngudi c6 5 hinh anh
dugc chup trong cac diéu kién anh sang (1y twong/binh
thuong/yéu) va goc do khac nhau (chinh dién/nghiéng
trai 30 d6 / nghiéng phai 30 d9).

e Dit liéu kiém tha: mdi ngudi cd 5 hinh dnh dugc thu
thap riéng biét dé dam bao khong trung lap véi tap dang
ky. Cac anh kiém tht duoc chup trong cac diéu kién anh
sang va goc do ngiu nhién dé danh gia tinh tong quét
hé théng.

Quy trinh thu thap dit liéu duoc thyc hién bang camera
d6 phan giai cao (1920 x 1080), trong cac moi truong
dugce kiém soat tai Truong Pai hoc Nguyén TAt Thanh
(phong hoc, phong hop, phong thi nghiém).

Kich ban thtr nghiém: anh sang binh thuong, anh sang
yéu, che khuat mot phan (vi du: khau trang) va nhiéu
khuén mat trong mot khung hinh.

NQK NQK | NQK | NQK

Hinh 4. Giao dién videowall
Cac thi nghiém danh gia d¢ chinh xac nhan dién, tde do
xtr 1y va kha niang chiu dung voi cac bién doéi moi
truong. Do chinh xac duge do bang ty 16 nhan dién
dung, trong khi téc d6 xir Iy dugc danh gia bang sb
khung hinh mdi gidy (FPS).
2.6. Chi tiét trién khai
Heé thdng duoc trién khai bang Python 3.8, sir dung céc
thu vién sau:
e OpenCV cho xur 1y video va theo d6i khuén mat.
e TensorFlow cho cac m6é hinh MTCNN va FaceNet.

w:: Pai hoc Nguyén T4t Thanh



e SQLite cho quan ly co s& dit ligu.

e Tkinter cho giao dién nguoi dung desktop va
Streamlit cho giao dién b4o c4o dua trén web.

Ma nguén duoc to chire thanh céc tap lénh mo-dun, bao
gdm face recognition.py cho thudt toan nhan dién,
camera_reader.py cho xu ly video, database.py cho
quan ly dir li€u va main.py cho logic trng dung chinh.
3. Két qua va thao luin

3.1. D¢ chinh xdc nhin dién

Hinh 5 trinh bay mdi quan hé giita khoang cach cosine
va d6 twong dong cosine ctia dic trung khudn mat dudi
ba di¢u kién chiéu sang khac nhau: 4nh sang 1y tuong,
anh sang binh thuong va dnh sang yéu. Biéu d6 cung
cép cai nhin dinh lugng vé tac dong cia diéu kién chiéu
sang dén hiéu qua nhan dang, thong qua chi s6 d6 tuong
ddng cosine — mot chi sd phd bién trong so khép dic
trung.

0.0 02 a
Khoang céch cosine

b S
Hinh 5. D¢ tuong dong cosin
Két qua cho thdy rang trong diéu kién anh sang ly
tudng, do tuong ddng cosine ludn duy tri & mirc cao trén
toan bo dai khoang cach cosine, chimg to tinh 6n dinh
va d0 phan biét tdt cua dic trung khuén mat. Nguoc lai,
khi diéu kién 4nh sang suy giam (tir binh thudng dén
yéu), cac duong cong tuong ung cd xu hudng giam
nhanh hon, dong nghia véi viée d6 trong dong giira cac
dic trung trd nén kém chinh xac hon. Trong diéu kién
anh sang yéu, nhidu cip dic trung giéng nhau lai c6 do
tuong dong thap va roi vao ving "khong khép", dan dén
suy giam hiéu suat phan loai cta hé théng. Diéu nay
phan 4nh rd qua d6 chinh x4c giam dan tir 95.8 % (4nh
sang ly tuong) xudng con 86.2 % (4nh sang yéu).
Bang 1.D9 chinh xac nhan dién trong cac diéu kién

khac nhau

H})(} chinh xac (%) ‘

Kich ban

Anh sang ly tuong(anh dau
vao chat luong cao,anh sang||95,8
ttr 500-1000 lux)

Anh sang binh thudng (200-
400) lux

90,8
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Anh sang yéu (< 200 lux) |/60,3
|Che khuét mot phan 46,7 |
[Nhiéu khuon mit 87,4 |

Hé thong dat duge do chinh xac 95,8 % trong diéu kién
anh sang 1y tuong (500-1000) lux, anh chat luong cao
va 90,8 % trong diéu kién 4nh sang binh thuong (200-
400) lux chung t6 hiéu qua cia MTCNN va FaceNet.
Do chinh x4c giam trong cic moi truong anh sang yéu
hodc bi che khuét do giam kha nang quan sat dac trung,
nhung van & mirc chép nhén dugc cho ung dung thuc
té. Trong thir nghiém vé6i kich ban khung hinh chira
nhiéu khudn mat cho théy hiéu suit manh mg&, hé théng
nhan dién chinh xac t6i da ba khudn mit trong mot
khung hinh.
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Do chinh xac nhan dién khudn mét trong cac dieéu kién

Hinh 6. Do chinh xac nhan dién khuén mat
3.2. Tbc dp xir ly
Heé thdng xir 1y ludng video véi toc do trung binh dat
dugc 10 FPS véi do phan giai (640 x 480) va 5 FPS
v6i d6 phan giai (1920 x 1080) trén phan cing thir
nghiém.

Hinh 7. Thoi gian xtr 1y khung hinh theo d¢ phén giai

cPU
RAM
® Conlai

Hinh 8. Ty 1& sir dung tai nguyén hé théng
Viéc t6i wu hoa thu nho khung hinh va giéi han phat
hién khuén mit mdi 60 khung hinh da cai thién dang ké
hiéu suit ma khong anh huéng dén do chinh xac.

Phat hién khudn mat

Trich xudt @ic tumg

So knép danh tinh

Hinh 9. Phan b thoi gian xir 1y

3.3. Phat hién khuén mét trung 1ap

Hé¢ thong phat hién thanh cong cac khudén mit tring lap
trén nhidu camera bang cach so sanh dic trung trong
clra sO thoi gian 30 gidy. Trong qué trinh thir nghiém,
hé thdng phat ra canh bao cho 98 % cac su kién khudn
mat trung 1dp dugc mo phong, voi ty 1€ duong tinh gia
dudi 2 %.

=
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Canh bao
trung lap

Hinh 10. Phat hi¢n khuén mét trung 1dp gilra cac
camera

3.4. So sanh véi cac hé thong hién c6
So véi cac hé théng thuong mai nhu Face++ va céc giai
phap ma ngudn mé nhu DeepFace, hé thong dé xuat c6
moét sb vu diém:
e Hb trg da camera: khong gidng DeepFace chu yéu
tap trung vao camera don, hé thong nay xur 1y dong thoi
nhiéu ludng, hd tro theo ddi ddi tuong.
e (Canh bao thoi gian thuc: tinh nang phat hi¢n khuén
mat trung 1ap 1a doc dao va tang cudong bao mat.
e Xur Iy cuc bd: khong gidng Face++ phu thude vao

API dam may, hé¢ théng nay hoat dong cuc bg, dam bao
quyén riéng tu dit liéu [5].
[ case i oot 2028 o a7 o aaar |

Hinh 11. X1 Iy nhiéu khuén mit trong 1 khung hinh
Tuy nhién, hi¢u suét cta hé théng trong cac kich ban
anh sang yéu va che khuét hoi kém hon so véi cac giai
phap dya trén dam may do han ché phan ctg. Céc cai
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tién trong tuong lai c6 thé bao gom tich hop cac mod
hinh manh mé hon nhu ArcFace [6].

3.5. Y nghia thye tién

Mac du hé théng chua dugc trién khai thuc té, cac két
qué thir nghiém trong méi truong mé phong cho thiy
tiém ning cao trong viéc tng dung vao quan ly diém
danh tai céc truong hoc va doanh nghi¢p. Giao dién
dugc thiét ké than thién v6i nguoi ding va dé tich hop
vao cac quy trinh quan tri hién c6. Trong cac budc tiép
theo, nhoém nghién ctru du kién s& trién khai thir nghiém
thue té trong moi truong dai hoc dé tiép tuc danh gia
hiéu suit va do tin cay cua hé thong.

[ Hiéu suét FaceAuth-Al

D6 chinh xac (anh sang tét)
120
100
o

Phét hién khudn mét tring /ao D6 chinh xac (&nh sang yéu)
° ao\

.
40
20
- 3
Str dung RAM \ / Théi gian xir Iy (640x480)
'\
.

Sir dung CPU Thei gian xir Iy (1920x1080)

Hinh 12. Po hiéu suat mo hinh
4. Két luan va dé xuit
Nghién ctru nay da phat trién thanh cong mot hé thong
xac thuc khudn miat da camera cho quan 1y diém danh,
dat d9 chinh x4c cao (95,8 % trong diéu kién tdi uu) va
hiéu sudt thoi gian thuc. Viéc tich hop MTCNN,
FaceNet va theo ddi d6i twong (KCF), két hop v6i quan
ly dir li¢u an toan va giao dién than thién, khién hé
thdng trg thanh giai phap kha thi cho cac méi truong
gi4o duc va doanh nghiép. Cac dong gop chinh bao gom
co ché phat hién khuén mit trang lip va kién trac mo-
dun, hd trg mo rong va tity chinh.
Cong vi¢c trong tuong lai nén tap trung vao:
e Nang cao d6 manh mé trong cac kich ban anh sang
yéu va che khuét biang cach sir dung cac mo hinh tién
tién nhu ArcFace.
e Téi uu hoa tde do xtr 1y cho cac ludng d6 phan giai
cao trén céc thiét bi han ché tai nguyén.
e Mo rong hé thong dé hd tro cac thiét bi di dong cho
diém danh tir xa.
Heé thdng co tiém ning 16n dé chuyén d6i quan 1y diém
danh bﬁng cach giam nd luc thu cong, cai thién bao mat
va cung cap thong tin chi tiét thong qua phan tich thoi
gian thuc.
Loi cam on
Nghién ciru nay dugce tai trg boi Pai hoc Nguyén Tat
Thanh, Thanh phd H6 Chi Minh, Viét Nam.
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An artificial intelligence-based multi-camera face authentication

system for personnel management

Ngo Quoc Khiem', Su Nhat Ha?
Faculty of Information Technology, Nguyen Tat Thanh University, Ho Chi Minh City, Vietnam
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Abstract

This study develops a multi-camera facial recognition system to enhance attendance management for employees and
students. The system integrates Multi-task Cascaded Convolutional Neural Network for face detection, FaceNet for
feature extraction, and cosine similarity for identity verification, implemented using Python with OpenCV,
TensorFlow, and SQLite. It supports real-time processing across multiple camera streams, detects duplicate faces,
and ensures secure data storage with Fernet encryption. Experiments at Nguyen Tat Thanh University achieved 95.8
% accuracy under ideal lighting conditions (500-1000) lux, high-quality images and 90.8% under normal lighting
(200-400) lux. The modular architecture enables scalability, with key contributions including real-time duplicate face
detection and a user-friendly management interface. The system improves reliability, security, and operational
efficiency for automated attendance management.

Keywords Facial recognition, Multi-camera system, Attendance management, MTCNN, FaceNet.
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