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von chi dimg ¢ mirc giam sat hoat dong ma thiéu phén tich log va canh bao tap
trung. bé tai tap trung vao ba nhiém vu chinh: (1) khao sat va danh gié hién trang
hé théng, (2) nghién ciru, lwa chon va tich hop céc cong cu ma ngudn mé phu hop, Tir khéa
An toan théng tin; Giam sat
hé théng; SIEM ma nguén
mé; OSSEC; ELK Stack;
Snort.

va (3) trién khai thir nghiém, xay dung kich ban kiém thir va danh gia hiéu qua giai
phap. M6 hinh thtr nghiém da tich hop thanh cong OSSEC, ELK Stack va Snort,
thu thap va phan tich log tap trung, dong thoi thiét 1ap duoc canh bao cho nhiéu tinh
hudéng tan cong mang nhu DDoS, Brute force, SQL Injection, XSS va CSRF. Két
qua cho thiy giai phap d& xuit hoan toan c6 kha ning ning cao ning luc giam sat,
phat hién va canh bao sém cac mbi de doa, gop phan dam bao an toan théng tin cho
hé théng. Tuy nhién, pham vi thtr nghiém con han ché, chua bao quat hét cac dang
tan cong phtrc tap va da moi trudong. Bai bao ciing dé xuat hudng phét trién mé rong
nhu két ndi v&i cac API phan tich malware (VirusTotal), b6 sung kénh canh bao tu
dong qua email va da dang héa kich ban tin cong kiém thur.
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1. Pat vén dé

Theo két qua duoc béo céo tir khao sat cua Hiép hoi An
ninh mang quéc gia, 46,15 % co quan, doanh nghiép tai
Viét Nam di tirng bi tdn cdng mang it nhat 1 lan trong
niam 2024, trong d6 6,77 % thuong xuyén bi tan cdng.
Tong s6 vu tan cdng mang nhim vao cac cac don vj tai
Viét Nam trong nam 2024 udc tinh 1én téi hon 659.000
vu [1]. Bac biét, cac cong thong tin dién tir clia cac co S&
gido duc tré thanh muc tiéu hap dan do chira nhiéu dir liéu
quan trong, tuy nhién nhiéu hé thong van tan tai 15 hong
nghiém trong, bi tan cong lap lai nhiéu lan dé lai nhiéu
hau qua ma chwa c6 giai phap khéc phuc triét dé. Cuc An
toan théng tin — Bo Thong tin va Truyén théng cong b
trong Béo c4o téng hop tinh hinh an toan, an ninh mang
Viét Nam thang 12/2023 da c6 342 trang thong tin dién
tr thude linh virc gido duc st dung tén mién .edu.vn va
212 trang cua cac co quan nha nuwdc mang ten mién
.gov.vn bi tin tic tin cong. Pang chu y, mot sb lugng
khong nho cac website nay bi xam nhap nhiéu lan, cho
thiy cac bién phap khic phuc hién tai chua thuc sy triét
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dé, tiém an nguy co mét an toan thdng tin kéo dai va tai
didn [2].

Cac nghién ctiru vé& hé thong giam sat an toan théng tin
déu nhan manh vai trd quan trong cua cong cu SIEM
trong cac Trung tim Diéu hanh An ninh (SOC) trong viéc
thu thap, chuan héa va phan tich cac su kién bao mat tir
nhiéu ngudn khac nhau tuy nhién SIEM can phai phat
trién dé vuot qua cAc van dé vé kha ning mo rong trong
tuong lai[3]. Mac du céc giai phap SIEM thuong mai doc
quyén da chiém wu thé trén thi truong trong mot thoi gian
dai, nhung cac hé théng SIEM ma ngudn mé ngay cang
duogc wva chuong nho kha ning tiép can d& dang va tinh
kinh té, dac biét phi hop véi cac doanh nghiép vira va nho
(SME) [4]. Mot s6 cong trinh d chi ra tich hop cac cong
cu ma ngudn maé khéc nhau c6 thé tao thanh mét hé thong
SIEM hoan chinh dé tan dung nhiing wu diém cua ting
cdng cu va dap tmg dugc cic yéu cau cu thé cua té chic
va doanh nghiép. Cu thé trong nghién ciru caa Manzoor
va cong su (2025) da cho thay kha nang tich hop cua cac
cdng cu Wazuh, ELK, OSSEC va Suricata trong viéc hinh
thanh SIEM hoan chinh cho doanh nghiép vira va nho.
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Nhém tac gia chi ra rang viéc két hop céc cong cu ma
ngudn mé c6 thé tao nén “a low-cost yet effective SOC
environment”’[4]. Nghién ctru cua Kumar va cong su
(2025), trinh bay mé hinh tich hgp Zeek + ELK + Wazuh
dé cai thién kha nang phat hién tin cong trong SOC.
Nghién ciu khang dinh rang su két hop giira khai théc téi
da wu diém cua timg thanh phan — gom giam sat goi tin
theo thoi gian thyc, ghi nhat ky tap trung va tuong quan
canh bao — nham hinh thanh mét hé théng SIEM toan dién
[5] o
Cong thong tin dién tir cua Truong Pai hoc Nguyen Tat
Thanh (NTTU) la nén tang truc tuyén quan trong, vira
cung cap thong tin — dich vu cho cong dong truong, vira
hd trg sinh vién, giang vién va nhan vién trong hoc tap,
nghién cau va quan ly. Tuy nhién, hé théng hién méi
dirng & mic giam sat tinh trang hoat dong, chi trién khai
tuong lira cho mot sé trang web riéng Ié va chua co giai
phap SIEM hoan chinh. Viéc thiéu giam sét va phan tich
log khién kha niang phat hién, canh béo va ung pho voi
cac méi de doa an ninh mang con han ché dan dén nguy
co mét an toan thdng tin va kho khan trong diéu tra, khac
phuc sy ¢d. Pay chinh 1a khoang trong nghién ciu ma bai
bao nay hudng toi nham dé xuat va thir nghiém mot giai
phép giam sat tap trung ma ngudn ma, c6 kha ning phat
hién cac mdi de doa an ninh mang cho cong thong tin dién
tar caa NTTU.

Céac dong gop chinh cua nghién ciru nhu sau:

a. Dé xuit va trién khai mé hinh SIEM ma ngudn mé tich
hop OSSEC, Snort va ELK Stack phu hop véi moi truong
dai hoc va nhu cau giam sat tap trung

b. Xay dung testbed thir nghiém va b kich ban tan céng
thuc té, danh gia kha niang thu thap log, phan tich va phét
hién tan cong mot cach dinh luong.

c. Cung cap bo két qua thuc nghiém chirng minh hiéu qua
md hinh, d6ng thoi d& xuat huéng mé rong nhu tich hop
phan tich malware va phat trién co ché canh bao tu dong.
2. Phwong phap nghién ciru

2.1 Khao sat hién trang ha ting cong nghé thong tin
va cong théng tin dién ti.

2.1.1. Pdi ngii quan tri va van hanh hé théng

NTTU hién c6 doi ngii can b quan tri thong tin véi trinh
d6 chuyén mon tir bac dai hoc tré 1én, dam nhiém céng
tac quan tri, van hanh hé théng CNTT va ang dung trong
toan trudng. Bén canh do, nhidu can bd da c6 tham nién
cong tac, tich lily duoc kinh nghiém thuc tién trong viéc
xay dung va quan ly hé théng théng tin chuyén nganh, hd
tro k¥ thuat va dam bao an toan thdng tin cho ngudi dung.
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Hién nay, Phong Quan tri Théng tin c6 tong cong 15 cén
b6 CNTT, trong d6 cb6 5 can bd phu trdch quan tri
mang/IT helpdesk va 2 can bo chuyén trach vé an toan
thong tin. Tuy nhién, v& nhan sy hién van con mot sé han
ché: (i) phan 16n can b thiéu chuyén mdn sau vé an toan
thong tin, chi yéu duoc dio tao ngan han va lam viéc dua
vao kinh nghiém; (ii) luc lugng CNTT c6 xu hudng giam
do sap xép lai to chirc bo may; (iii) viéc dau tu toan dién
cho cong t&c ATTT cuia nha truong chua dugc chu trong
dtng muc.

2.1.2. Cong thong tin di¢n tir

Cong thong tin dién tir (ntt.edu.vn) 1 ha tang s6 trong yéu
cua Truong, cung cap nhiéu dich vuy tryc tuyén phuc vu sinh
vién, giang vién va can bg. Theo s liéu Google Analytics
trong ndm 2023, website da ghi nhan 725.877 lugt truy cap,
Voi trung binh 1.987 nguoi ding/ngay, cao nhit dat 5.734
nguoi dung/ngay, trong d6 ¢ 545.379 nguoi dung méi. Cac
con s6 nay cho thiy quy mé va tam quan trong cua hé thong
trong hoat dong dao tao, nghién ctru va quan ly cta Truong.
Vé chic ning, cong thong tin dién tur tich hop nhiéu hé
thdng: (i) quan ly hoc tap (LMS, thur vién dién tu); (i) quan
ly théng tin sinh vién (SIS, cong thong tin sinh vién); (iii)
quan ly giang vién va nhan su; (iv) quan ly hanh chinh — tai
chinh; va (v) cac dich vu twong tac, hd tro nhu dién dan,
mang x& hoi ndi bg, hé thdng hd tro truc tuyén.

Vé cong nghé, hé thong duoc xay dung trén nén tang da
dang: PHP, WordPress, Python, Laravel, ASP.NET,
Node.js, Next.js, chay trén cac web server Apache, Nginx
va hé diéu hanh Ubuntu, Windows, st dung co so dit lidu
MySQL. May cha vat Iy 1a Dell PowerEdge R740, véi cau
hinh manh m& gom 2 CPU Intel Xeon Gold 6226R 2.9 GHz,
64GB RAM, 2 6 SSD 960GB va 2 6 HDD 2TB, bao dam
kha nang xtr 1y va luu trir dit liéu 16n. V& bao mat, hé thong
hién ap dung SSL/TLS va tuong ltra ing dung web (WAF)
nhim ma héa dir liéu va chin loc mot s6 tan cong phd bién.
2.1.3. Panh gia nguy co mit an toan théng tin

Mic du cong thong tin dién tir da trién khai nhiéu bién
phap bao mat co ban, van ton tai nhiéu nguy co tiém an.
Biéu dd thdng ké cho thay sb lugng su kién tan cong va
canh bao ghi nhan I&n t6i 9.699, trong d6 ndi bat 14 cac
goi tin HTTP bat hop 1é (32 %), SQL Injection (19 %),
XSS Attacks (5 %), cung nhiéu méi de doa khac nhu
webshell, malicious script hay brute force. Diéu nay cho
thdy cong thong tin dién tir NTTU dang 1a muyc tiéu cia
nhiéu cudc tan cong mang, dic biét 1a cac cudc tan cong
khai thac 15 hong SQL, XSS, DDoS va webshell. WAF
d3 hoat dong hiéu qua, tuy nhién can xem xét b sung cac
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bién phap bao vé, nang cap ma hda va bao vé céc tép nhay
cam nhu tép backup, va theo déi cac IP va hanh vi tin
cong.

Bang 1 Cac nguy co, nguyén nhan va hau qua tiém an veé
an toan théng tin

Nguy co Nguyén nhan Hiu qua
- Kiém soat dau vao
chua chat ché - RO 1i hodc thay
Cossdi |- P~hén Sluyéri chlJia ch§1~t do6i dfr' liéu ‘A
lidu chgé, mat khau yeu, dit | - Chiém quyén
M S'QL liéu nhay cam chua diéu khién CSDL
y duoc ma hoa - Nguy co gian
- Sir dung phién ban cii | doan hé théng
tiém 4n 16 hong
- PHP: nguy co XSS, | - Chén mad ddc,
. CSRF dénh cdp dir ligu
Cong . . g
. - Node.js: rui ro tr thu | nguoi dung
nghé web 1 n i A Xz
vién bén thu ba - Mat quyén kiém
(PHP, x 1. . o \

. - Apache: dé bi khai | soat may chu web
Node.js, LA a . . ; X \
Apache) thac néu cau hinh sai | - Anh hudéng toan

P (Directory Traversal, | bo dich vu truc
SSRF) tuyén
- Ngudi tan cong
| -Cochébao vE€ session chiém doat tai
Quan ly £ A \ oo
..~ | ID yéu - Thiéu bién | khodn nguoi dung
phién va s 2 < e
, phéap chong chiém doat | - Mat an toan dir
xac thuc i P , R \
phién lifu ca nhan va
giao dich
- Kh6 phét hién
Thiéu giai g AChi qdl‘l’a vao WAF | tan C(?ng plil'rc tap
, riéng 1€ - Cham tre trong
phap : 5 : : :
SIEM tap |~ Chua c6 co ché thu | tmg pho sy co -
P thap log tap trung, phan | Giam hiéu qua
trung Clox a L . e x1a
tich va canh bao soém giam sat toan hé
thong

S6 lidu thdng ké trong thang 08/2024 duoc céc loai tan
cong web da bi WAF phat hién va chan nhu sau:

Malicious script
99, 1%
Block this IP
webshell Defenses
141, 1% T
sql injection —
166, '
directory protection/ o
166, [ Total protection |\
injection filtering /10 0
[ |
480, 9699 |
L injection 5% J

511,
SQL injection

Invalid http pacl
3074, 32%

1086, 5% . SQL injection filterin
XSS Attacks 1829, 19%
1144, 12%

SQL injection filtering 1

Hinh 1 Théng ké hoat dong cua tuong hira Website
trong thang 08/2024 tai treong NTTU

2.2 Nghién ctru va lya chon giai phap SIEM dwa trén
ma nguén mé.
Cin cr vao hién trang cong thong tin dién tir NTTU, cac
diém yéu, cac nguy co tiém 4n v& mit an toan thong tin
cO thé xay ra thi bai toan dat ra tap trung vao viéc giam
s&t an toan théng tin nhiam bao vé hé thong khoi cac mbi
de doa va dam bao su an toan, bao mat cho dix liéu va
nguoi dung nhu sau:
- Giam sat va phat hién cac hanh vi bat thuong: nhan dién
cac tuong tac bét thuong gitta nguoi dung va tng dung
web, bao gém thong tin dang nhap, giao dich va dir liéu
nhay cam.
- Phat hién tan cong 16 hong bao mat: nhan dién va ngin
chian céc cudc tan cdng khai théc 156 hdng bao mat nhu
SQL Injection, Cross-Site Scripting (XSS), va cac 16
héng trong ma ngudn ¢ng dung.
- Giam sat va phan tich nhat ky truy cap: theo déi va phan
tich nhat ky truy cap dé phat hién sém céc hanh vi bat
thuong hoic cac cudc tin cong.
Dé giai quyét dugc bai toan néu trén, NTTU can xay dung
mot giai phap gidm sat an toan théng tin toan dién cho
cong thong tin dién ta: trién khai phan mém SIEM tich
hop hé thong phét hién/xam nhap cé kha nang giam sat,
phat hién hinh vi bat thuong tuwong tac giita ngudi ding
va mg dung web (gom ca thong tin ding nhap, giao dich
va dir liéu nhay cam) va theo ddi hoat dong cua nguoi
dung; giam sat phat hién tin cong 186 hong bao mat (nhu
SQL injection, XSS), va cac 16 hong bao mat trong ma
ngudn tng dung; gidm sat dam bao an toan cho dir ligu
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nguoi dung, cac Database, Giam sat phan tich nhat ky
truy cap,...

Nhu vay, ¢6 thé thay lya chon giai phap xay dung mot hé
thong giam sat ATTT dya trén phan mém ma ngudn ma,
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trién khai theo mé hinh giam séat an toan thong tin tap
trung cho Cdng thong tin cua Truong 1a hop ly va giai
phap tich hop OSSEC, ELK Stack la phi hop dé trién
khai vi cac 1y do dugc md ta bang bang sau day:

Bang 2 So sanh, lua chon céc giai phap giam sat an toan théng tin dua trén cac tiéu chi [4,6,7].

. ALIEN Suricata .
Tiéu chi dénh gia hf;‘gé';g o | VAULT | Nagios | Icinga | tichhop ﬁzngtl'jE
j OSSIM ELK ’
Gi&m sat trén may cha + + + - -
Tinh linh hoat tuy bién cao + - + + +
Phan mém mién phi + + + + +
Kha nang phan tich log va bao cao + - - + +
Kha nang tich hop cac cong cu + - + + +
Cong dong ho trg phat trién + + + + +
2.3 Trién khai thir nghiém mé phéng. Endpoints Host
May chu thir nghiém sir dung cau hinh 8 vCPU, 16 GB Web Server /f[ & ossec Mansger } \‘\
RAM va é SSD NVMe (1/O ~ 850 MB/s). Trong 24 gis -
thir nghiém, hé thong tao ra khoang 5,5 GB log tir M Snort ‘l / o T
Apache, Snort va OSSEC. U | R IGHES
Trong khudn kho cua nghién ciru nay, dé xuat md hinh B k
trién khai tap trung, cac thanh phan can trién khai bao e
gom: /
+ May chit OSSEC véi cac thanh phin nhu sau: Ubuntu \\T —
20.04 LTS, OSSEC 3.9.5, Elasticsearch 6.8.0, Filebeat [ 70
7.3.0, Kibana 7.3.0. B 2”%
+ OSSEC agent , Filebeat 7.17.23 va Snort 2.9.20.1 cai '
tai may cha Web. Hinh 2 Mb hinh ludng d liéu
Mb hinh gidam sat thir nghiém d6i véi hé théng mang Ut server
trong hinh trén c6 ludng dit liéu nhu sau: T
(1)- Céc thiét bi mang, may chi, may tram, Snort s& day '“”'W“JB e
nhat ky vé may chu OSSEC. g B Ficbent
(2)- Tai may chu OSSEC manager cac su kién nay duoc
xt ly, cac két qua sau phan tich dugc so sanh véi tap rule Web Server NTTU
da duoc thiét 1ap tir trude d6, néu khop véi diéu kién cua FiRewaLL & S
rule nao d6 s& sinh ra canh béo cho hé théng. @ \J : B Fiebeat

(3)- Tai day Filebeat duoc sir dung dé chuyén tiép cac
canh bao (warning) va cac su kién toi Elasticsearch.
Elasticsearch s€ Iap chi muc cho dir liéu (database index)
(4)- Cubi cung, Kibana dugc sir dung dé truc quan hién
thi thdng tin qua giao dién WUI va céc su kién, canh bao
dugc hién thi truc quan héa bang biéu do, su kién dudi
dang dé chudn hoa.

[ o] . 2
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Ubuntu server
Filebeat
OSSEC agent
Snort
IP: 192.168.234.131

Hinh 3 So db két ndi cac thiét bi trong md hinh trién
khai thir nghiém
M6 hinh trién khai tat ca trong mot: OSSEC, ELK Stack
va Snort dugc cai dat trén cung mot may cha. M6 hinh
nay thich hop cho cac moéi truong thie nghiém va quy md
cua t6 chiic nho.

Attacker machine
Kali linux
1P:192.168.234.132
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Bang 3 Hang muc cong viéc thuc hién:

TT Hang muc cdng viéc Dién giai Ghi cha
1, Ig'et 1ap o hinh mang nhu hinh Két ndi cac thiét bi, cAu hinh thiét bi
Chuan bi may cha OSSEC va
2. ’ - 1P: 192.168.234.134/24
ELK Stack Ubuntu 20.04 LTS,
3 Cai dat OSSEC server va cac | Két ndi may chu OSSEC véi hé diéu hanh Ubuntu Apache 2.4.x,
" | thanh phan véi mang internet OSSEC 3.9.5,

Xay dung website md phong
4, cong thong tin dién tir truong PH
Nguyén Tat Thanh

- IP: 192.168.234.131/24

Elasticsearch 6.8.0,
Filebeat 7.17.23,
Kibana 7.3.0, Logstash

Cai dat OSSEC agent trén may
chu Web

Két noi cac may cha va may tram vao hé thong 7.3.0
mang, tién hanh cai dat OSSEC agent dé thu thap log

Cai dat Snort va cau hinh Snort
6. |dé diy log Web vé may chu
OSSEC

Thuc hién cai dat va cu hinh Snort

Snort 2.9.20.1

3. Két qua va thao luan

3.1. Tich hep hé thong:

Trong mé hinh thtr nghiém, ba céng cu ma nguén mo da
dugc tich hop nham tao thanh mét giai phap giam sat an
toan thong tin twong ddi toan dién:

OSSEC: déng vai tro hé thong giam sat xam nhap dua
trén host (HIDS), thuc hién thu thap log, giam sat tinh
toan ven tép tin va canh béo cac hanh vi bat thuong [8].
ELK Stack (Elasticsearch — Logstash — Kibana): dam
nhiém chirc nang phan tich log, luu trir tap trung va tryc
quan héa dir liéu, gitp quan tri vién theo di su kién bao
mat mot cach truc quan va dé dang [9].

Snort: hoat ddng nhu hé théng phat hién xam nhap dua
trén mang (NIDS), hd tro phat hién cac hanh vi tin cong
phd bién dya trén chit ky (signature-based detection)
[10]. Su két hop nay cho phép giam sét ca trén cap do
méy chu 1an cip d6 mang, dong thai cung cip giao dién
truc quan dé quan ly su kién an ninh.

Web Server
OSSEC Agent Alerts via syslog

8, )
A : beats

Logs =

OSSEC Sever

Log data

Queries
ElasticSearch

Log results

Web Browser

Hinh 4 M6 hinh tich hgp OSSEC, ELK va Snort

C4u hinh cac thanh phan thu thap log tir Website Apache
nhu sau:

filebeat.inputs:
- type: log
enabled: true
paths:
- /var/log/apache2/access.log
- /var/log/apache2/error.log
Hinh 5 C4u hinh Filebeat thém input cho Apache trong
tép cau hinh /etc/filebeat/filebeat.yml

filebeat.inputs:

- type: log
enabled: true
paths:
- /var/log/snort/+.log

fields:
log_format: snort-full
fields_under_root: true

Hinh 6 C4u hinh Filebeat nhan log nhan log tir Snort
trong tép cau hinh /etc/filebeat/filebeat.yml
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<localfile>
<log_format>apache</log_format>
<location>/var/log/apache2/access.log</location>

</localfile>

<localfile>
<log_format>apache</log_format>
<location>/var/log/apache2/error.log</location>

</localfile> .
Hinh 7 Cau hinh OSSEC dé thu thap log tir Apache
trong tép cau hinh /var/ossec/etc/ossec.conf
3.2. Céc kich ban kiém thir:
Hé thdng da dugc thr nghiém véi cac dang tan cong
DDoS, Brute force, Port scanning, SQL Injection, XSS
va CSRF. Két qua cho thiy hé théng phat hién thanh
cdng cac cudc tin cong, ghi log day du va dua ra canh
béo truc quan trén Kibana nhu sau:
Bang 4 Két qua kiém thir phat hién tan cong (md phong).

Loaitan | SO lanthir | S6 canh bao | Ty 18 phat
cong nghiém phat hién hién (%)
DDoS
(HTTP 20 20 100.0
Flood)
Brute Force
(SSH) 15 14 93.3
Port
Scanning 10 10 100.0
(Nmap)
SQL 12 11 91.7
Injection
XSS (Cross-
Site 10 10 100.0
Scripting)
CSRF 8 7 87.5

S6 canh bao phat hién theo loai tan céng (Gia lap)
20.0

17.5
15.0

12.5

—
b
)

7.5

S$6 canh bao phat hién

5.0
2.5

0.0

Hinh 8 Sé canh béo phét hién theo loai tin cong (gi 1ap)
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Ty 1& phat hién (%) theo loai tdn cong (Gia lap)
100

80

Ty 1& phat hién (%)

?\006 \r;:\’“ @ ) e{}'\O(‘ X QN\Q\ Cr,??
<R e (\q\ o g
o® sef oo Q o
o I o
R ¢ o e
+

Hinh 9 Ty I¢ phat hién (%) theo loai tan cong (gia lap)

3.2.1 T4n cong tir chdi dich va phan tan (DDoS):

/home/kali
do 80 192.168.234.131
HPING 192.168.234.131 (eth® 192.168.234.131): S set, 40 headers + 0 data bytes
hping in flood mode, no replies will be shown

C

— 192.168.234.131 hping statistic —

1630850 packets transmitted, @ packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

Hinh 10 Tai may Kali, thuc hién tin cong DOS véi dang
SYN Flood bing Iénh Hping3

660 hits

i M
|
m |

Hinh 11 Trén Kibana hién thi canh béo sy kién bét
thuong

/var/log/snort/snort.alert
26,667,664
08/21-03:01:48.783492 [**] [1:583:7] MISC Source Port 26 to <10

24 [#] [Classification: Potentially Bad Traffic] [Priority: 2]
{TCP} 192.168.234.132:28 -> 192,168.234.131:80

Hinh 12 Hién thi canh béo trén WUI — tin cong DOS
3.2.2 T4n cong Brute Force vao dich vu xac thuc.
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ali:
/home/kali
/kali/Desktop.

Hinh 13 ai may Kali, thyc hién tin ng Brute Force
bang lénh Hydra

94 hits Chart options

Aug 21,2024 500~ Aug 520820

Time Document

> Aug 21, 2024 € 15:35:29.811

Stinestarp: Aug 21 nt. epheneralid; 50 agent.hostnase: ubuntu

agent. 1d: 95b83f66; 1.12.0

host. os. fantly host.os.kernel: 5.4

Hinh 14 Trén Kibana hién th
bat thudng

Ubuntu

ubuntu

linux

18.84.6 LTS (Bionic Beaver)
log

[var flog/apache2 faccess.log
16,188

192.168.234.132 - sdhfjh [21/Aug/2624:01:35:27 -@788] "GET /login HTTP/1.1"
"-* "Mozilla/4.@ (Hydra)"

Hinh 15 Hién thi canh béo trén WUI — tan cong Brute
Force
3.2.3 Quét cong (Port Scanning) dé do tim dich vu

>

mo

- root@kali: fhome/kali

File Actions Edit View Help

/home/kali
) 80 192.168.234.131

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-08-21 05:15 EDT

Nmap scan report for 192.168.234.131
Host is up (0.00062s latency).

PORT  STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.29
MAC Address: 00:0C:29:7F:B3:81 (VMware)
Service Info: Host: 127.0.1.1

Service detection performed. Please report any incorrect results at
Nmap done: 1 IP address (1 host up) scanned in 7.06 seconds

Hinh 16 Tai may Kali, thuc hién tin céng hinh thirc
Scan port bang 1énh Nmap

Hinh 17 Trén Kibana hién thi canh béo su kién ting cao
bat thuong

linux

18.84.6 LTS (Bionic Beaver)

log

/var/log/apache2/access.log

23,510
192.168.234.132 - - [21/Aug/2024:82:09:03 -87008] "GET /evox/abou
t HTTP/1.1" 404 54034 "-" "Mozilla/5.0 (compatible; Nmap Scripti

ng Engine; https://nmap.org/book/nse.html)"

Hinh 18 Hién thi canh b4o trén WUI — tin cdng Scan
port bang Nmap
3.2.4 Cross-Site Scripting (XSS), SQL Injection:

@ Lsmrs
P, —
BAI HOC NGUYEN TAT THANH

Search results for: “<script>alert("XSS') </script>”
Eript> alart(XSS)e/script> -
Hinh 19 Nhap nhiéu lan payload XSS
<script>alert("XSS")</script> vao trudong tim kiém tur
may Kali vao Website

Pai hoc Nguyén Tit Thanh
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Search results for: ' OR 1=1 =

'OR1=1--

Hinh 20 Nhap nhiéu 1an chudi sau vao trudng tim kiém
tur may Kali may Kali vao Website NTTU:' OR 1=1 —

Nov 6, 2024 @ 16:42:32.837 - Nov 6, 2024 @ 16:47:32.837

fileset.name: syslog host.architecture: x86_64 host.containerized: false host.hostname: ubuntu host.id: c2c7a7f48d5c46bd¢
host.ip: 192.168.234.135, 192.168.234.131, fe80::c@e3:elba:2f4d:d1fd host.mac: 86:0c:29:7f:b3:81 host.name: ubuntu

etimestamp: Nov 6, 2024 @ 16:41:35.000 agent.ephemeral id: f2796864-6abe-4175-9792-ba2741ad835e agent.hostname: ubuntu

agent.id: 95b83f66-93d9-43ce-bdab-301ba82838fb agent.name: ubuntu agent.type: filebeat agent.version: 7.17.23 ecs.versio
event.dataset: system.syslog event.ingested: Nov 6, 2024 € 16:41:49.348 event.kind: event event.module: system event.tim
fileset.name: syslog host.architecture: x86_64 host.containerized: false host.hostname: ubuntu host.id: c2c7a7f48dScebd

host.ip: 192.168.234.135, 192.168.234.131, fe80::c@e3:elba:2f4d:d1fd host.mac: 60:08c:29:7f:b3:81 host.name: ubuntu
Hinh 21 Trén Kibana hién thi canh béo sy kién ting cao
bat thuong

/var/log/apache2/access.log
98,456

192.168.234.132 - - [06/Nov/2624:01:26:13 -888@8] "GET /?s=%3Cscript%3Ea
D%29%3C%2Fscript%3E HTTP/1.1" 200 11627 "http://192.168.234.131/?s=%3Cs
S%E2%80%90%29%3C%H2Fscript%3E" "Mozilla/5.8 (X11; Linux x86_64; rv:189.6
5.0"

Hinh 22 Hién thi canh bao trén WUI — tin c6ng XSS

/var/log/apache2/access.log
150, 531

192,168.234.132 - - [06/Nov/2024:01:46:44 -0860] "GET /?s=+0R+1%3D1+-- HTTP/1.1"
192.168.234,131/75=+0R+1%3D1+--" "Mozilla/5.@ (X11; Linux x86_64; rv:109.8) Gecke
115.0"

Hinh 23 Hién thi canh béo trén WUI — tan céng SQL
Injection

3.2.5 Cross-Site Request Forgery (CSRF):

Két qua kiém thir cho thay, hé thong da phat hién thanh
cong cac cudc tan cong trén, ghi nhan log day du, dong

] -
@ Pai hoc Nguyén Tat Thanh
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thoi hién thi canh béo truc quan trén giao dién Kibana.
Diéu nay chitng minh tinh hiéu qua cia mé hinh tich hop
trong viéc nhan dién cac méi de doa an ninh mang pho
bién.

root@kali: /nomef/kali/Desktop

File Actions Edit View Help

GNU nano 8.0 csrf_attack.html *

Click vao day de xem noi dung thu vif§
tip: 192.16 131

311

// Tw dong giri form ma khong can sv dong y cda ngudi ding
document.forms[@0].submit();

Hinh 24 Tao file HTML gia mao csrf_attack.html tur
may Kali linux

Kali Linux & +

le) i
Hinh 25 Truy cap trang HTML tu trinh duyét
http://localhost:8000/csrf attack.html

Q_ http:/flocalhost:8000/csrf_attack.html

® ™ pagenotfound-TRANG X+

¢ C @

O & 192168234131

Kali Linux §& Kali Tools # Kali Docs ¥ Kali Forums @ Kali NetHunter % Exploit-DB OffSec

Hinh 26 Khi truy cap trang nay, JavaScript trong file
HTML s& ty dong giri yéu cau POST dén dia chi muc
tiéu http://192.168.234.131

Google Hacking DB

18.84.6 LTS (Bionic Beaver)
log
/var/log/apache2/access.log
189,020

192.168.234.132 - - [86/Nov/2024:83:58:50 -0886@] "POST / HTTP/1.1"
/" "Mozilla/5.8 (X11; Linux x86_64; rv:189.8) Gecko/28168181 Firef

Hinh 27 Hién thi canh bao trén WUI Kibana — tin cong
CSRF

3.3. Danh gia:

Giai phap tich hop mang lai hiéu qua trong moi trudong
thir nghiém, tuy nhién han ché vé pham vi kich ban tin
cong va chua trién khai trén dién rong. Két qua thir
nghiém cho thay giai phap tich hogp OSSEC — ELK Stack


http://localhost:8000/csrf_attack.html
http://192.168.234.131/
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— Snort mang lai hi¢u qua rd rét trong moi truong thir
nghiém:

+ Kha ning thu thap log da ngudn va phan tich tap
trung dugc dam bao.

+ Céc cudc tan cdng phd bién duoc phat hién va canh
bao chinh xac, gitp giam thiéu nguy co bo sot sy kién
quan trong.

+ Giao dién tryc quan trén Kibana ho trg quan tri vién
dé dang theo ddi va xir 1y su cd.

Tuy nhién, hé théng van ton tai mot sé han ché:

+ Pham vi kich ban tin cong kiém thtr con gigi han,
chua bao phu céc dang tin cbng nang cao (APT,
ransomware, shellshock,...).

+ M6 hinh méi chi trién khai trén quy md thir nghiém,
chua 4p dung trong méi truong thuc té véi nhidu may
chu va thiét bi mang khac nhau.

+ Chua tich hop céc chirc nang phan ung tu dong hoac
két ndi voi cac ngudn dir lidu tinh bdo mdi de doa
(Threat Intelligence).

+ Nhin chung, két qua nghién ciru bude dau khang dinh
tiém ning (ng dung cua giai phap SIEM ma ngudn mé
trong viéc giam st va bao vé hé thdng cong thdng tin
dién tir tai NTTU, dong thoi dat nén mong cho viéc mo
rong va hoan thién trong giai doan tiép theo.

Tai ligu tham khao

4. Két luan va dé xuét

Nghién ciru di chi ra rang cong thong tin dién tir cua
NTTU, véi vai tro 1a ha ting trong yéu trong quan ly va
cung cap dich vu s6, dang @i dién véi nhiéu nguy co
mét an toan thdng tin do han ché trong cdng tac giam sat
va canh bao. Qua khao sat hién trang, phan tich cac nguy
co tiém an va thtr nghiém mé hinh tich hop OSSEC —
ELK Stack — Snort, nghién ctru da chirng minh tinh kha
thi ciia viéc ap dung céc giai phap SIEM ma ngudén mo
nham ting cuong kha nang giam sat, phat hién va canh
bao bat thuong trong hé théng.

Bai bao di nghién ctu, lya chon va trién khai giai phap
gidm sat an toan thdng tin dua trén cac cong cu ma
ngudn mé tich hop OSSEC, ELK Stack va Snort cho
cong thong tin dién tor NTTU. Két qua thir nghiém cho
thiy hé thdng cd kha ning giam sat, phat hién va canh
bao sém cac mdi de doa an ninh mang. Tuy nhién, dé ap
dung vao thuc té, can maé rong trién khai trén méi truong
that, bo sung thém cac kich ban tan céng phic tap, tich
hop thém céc dich vu nhu VirusTotal API dé phan tich
malware, va phat trién kénh canh bao ty dong qua email
hodc tng dung di dong.
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Abstact

This paper presents an open-source information security monitoring solution for the electronic portal of Nguyen Tat
Thanh University. The study addresses limitations of the current monitoring approach, which lacks centralized log
analysis and real-time alerting. The work focuses on three main tasks: (1) assessing the existing system, (2) selecting and
integrating appropriate open-source security tools, and (3) implementing a testbed with attack scenarios to evaluate
system performance. The proposed model integrates OSSEC, the ELK Stack, and Snort to provide centralized log
collection, correlation, and alerting. The system successfully detects multiple attack types, including DDoS, brute-force,
SQL injection, XSS, and CSRF. Experimental results indicate that the solution enhances monitoring capability, threat
detection, and early warning for the university portal. However, the test scope remains limited and does not fully cover
advanced or multi-layer attack vectors. Future work includes integration with malware analysis APIs (e.g., VirusTotal),
automated alert channels such as email notifications, and broader penetration-testing scenarios.

Keywords Information security; System monitoring; Open-source SIEM; OSSEC; ELK Stack; Snort.
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